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A Message from the Inspector General

The world is working through a serious health and economic crisis, the likes of which none
of us has witnessed. More than 30 million Americans have filed for unemployment since the
beginning of the crisis. Now more than ever we must ensure that vital U.S. Department of
Labor (DOL) programs, such as unemployment insurance, occupational health and safety
protection, and labor law compliance, deliver on their essential missions efficiently and
effectively. As the federal agency with primary oversight of DOL, the Office of Inspector
General (OIG) is committed to meeting these challenges and assisting DOL and Congress
in protecting the American workforce and limiting the impact of the pandemic.

The OIG has already taken several steps to respond to the crisis. With the benefit of

work on earlier disaster responses and stimulus bills, the OIG immediately developed a
comprehensive Pandemic Response Oversight Plan to address known and expected risks
resulting from the pandemic. These risks include fraud, waste, and abuse as well as the
need for efficiency and effectiveness in providing benefits, guidance, training, and other
assistance to help the country recover from the effects of the pandemic.

Our oversight will be conducted in four phases and focus on the Department’s response
to the pandemic, particularly under the Coronavirus Aid, Relief, and Economic Security
Act (CARES Act). Areas of review will include DOL’s efforts to administer and oversee
the expansion of unemployment benefits, protect workers and miners from exposure to
COVID-19, and provide guidance and enforce CARES Act regulations relating to paid
leave. For instance, we have already issued an advisory report on initial areas of concern
relating to unemployment insurance based on our previous work. More information about
how we are conducting oversight and responding to the pandemic is available in our
Pandemic Response Oversight Plan, included herein and on our website.

We have also issued an important Fraud Alert relating to unemployment insurance. As part
of our investigative program, we identified that scammers are taking advantage of workers
who are applying for benefits. In one scheme, scammers offered to help individuals file
claims in an attempt to obtain payment or personal information, including social security
numbers and credit card information. The OIG is committed to safeguarding this essential
program and will continue to alert the public and our law enforcement partners about any
threats to the integrity of the unemployment insurance system.

The OIG is also a member of the Pandemic Response Accountability Committee, which
was created to detect and prevent fraud, waste, abuse, and mismanagement of the more
than $2.4 trillion in funds provided by the CARES Act and other legislation. As part of
this effort, we will work with our OIG partners to identify major risks that cut across DOL
programs and agency boundaries.
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Finally, in addition to highlighting our office’s significant audit and investigative
accomplishments during the reporting period, this report highlights several significant
concerns, including many concerns relating to DOL’s response to the pandemic.

We will continue to work constructively with the Department and Congress on our shared
goals of identifying improvements to DOL programs and operations and protecting the
interests and benefits of the nation’s workers and retirees during this unprecedented time.

A Gt

Scott S. Dahl
Inspector General
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OIG Mission

The Office of Inspector General (OIG) at the U.S. Department of Labor (DOL) conducts
audits to review the effectiveness, efficiency, economy, and integrity of all DOL
programs and operations, including those performed by its contractors and grantees.
This work is conducted in order to determine whether the programs and operations are
in compliance with the applicable laws and regulations; DOL resources are efficiently
and economically being utilized; and DOL programs achieve their intended results.
The OIG also conducts criminal, civil, and administrative investigations into alleged
violations of federal laws relating to DOL programs, operations, and personnel. In
addition, the OIG conducts criminal investigations to combat the influence of labor
racketeering and organized crime in the nation’s labor unions in three areas: employee
benefit plans, labor-management relations, and internal union affairs. The OIG also
works with other law enforcement partners on human trafficking matters.

Core Values

Excellence
We deliver relevant, quality, timely, high-impact products and services through a

workforce committed to accountability and the highest professional standards.

Integrity

We adhere to the highest ethical principles and perform our work in an honest and
trustworthy manner.

Independence

We are committed to being free of conflicts of interest through objectivity and impartiality.

Service

We are a unified team, vigilant to duty through dedicated public service.
Transparency

We promote an environment of open communication through information sharing,
accountability, and accurate reporting.

Strategic Goals

Goal 1: Deliver timely, relevant, and high-impact results.

Goal 2: Foster an internal OIG culture that drives high performance and
engagement.

Goal 3: Promote responsible stewardship of OIG financial and non-financial
resources.
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Audit Statistics
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Investigative Statistics
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Semiannual Report to Congress: October 1, 2019-March 31, 2020 7



Significant Concerns

Significant Concerns

The OIG has identified the following areas of significant concern that cause the Department to be at
particular risk of fraud, mismanagement, waste, deficiencies, or abuse. The identified areas of concern
reflect continuing matters as well as emerging issues. Most of these issues appear in our annual Top
Management and Performance Challenges report, which can be found in its entirety at www.oig.dol.gov.

.11, Expediting Pandemic
S Response Efforts while
Protecting Workers’

Protecting the
Security of Employee
Benefit Plan Assets
Benefits
Maintaining the
Providing OIG Access | . Integrity of Foreign
> to Wage Records E[a Labor Certification
Programs

Ensuring the Integrity
I:CJ Protecting the Safety o P of the DOL Rulemaking
M and Health of Workers Process

Ensuring the
@ Protecting the Safety — —o E Equitable Release of
and Health of Miners

Economic Data

Ensuring the Safety of / \ Securing & Protecting
Students and Staff at Info Management

Job Corps Centers Systems

Procurement Process Workforce Developme
Prog

Improving the
'? Performance
G( \,3 Improving Job Corps’ Accountability of

Ensuring the Solvenc l: Managing Medical
% of the Blgack Lung Y :@ Benefits in OWCP,
Disability Trust Fund = Including Opioids

8 Semiannual Report to Congress: October 1, 2019-March 31, 2020


http://www.oig.dol.gov

Significant Concerns

Expediting Pandemic Response
Efforts while Protecting Workers’
Benefits

The OIG has previously expressed concern
with the Department’s ability to deploy program
benefits expeditiously and efficiently while
ensuring adequate oversight, particularly

in response to national emergencies and
disasters. The OIG renewed this concern in
light of the coronavirus/COVID-19 pandemic
and the unprecedented levels of funding for the
Unemployment Insurance (Ul) program, which
has received hundreds of billions of dollars under
recently enacted legislation.

Deploying Ul Benefits Expeditiously while
Reducing Improper Payments

The OIG has reported, for many years, on the
Department’s ability to measure, report, and
reduce improper payments in the Ul program.
While total improper payments decreased year
over year by 24 percent, the improper payment
rate remains over 10 percent and is also
designated a "high-priority" program by the Office
of Management and Budget. The Ul program

paid benefits totaling $26.91 billion during the
period from July 1, 2018, to June 30, 2019. Of this
amount, the estimated improper payments totaled
$2.86 billion, with an estimated improper payment
rate of 10.61 percent.

Our prior audit work revealed that the Department
has not done enough to formally assess the
various strategies available to combat improper
payments and determine which issues persist,
due in part to a lack of reliable state-reported
data. Furthermore, improper payments stemming
from fraudulent activity continue to pose a
significant threat to the integrity of the Ul program,

as identity thieves and organized criminal groups
have found ways to exploit program weaknesses.
For example, benefits paid via non-state-issued
prepaid debit cards provide anonymity to those
who submit fraudulent claims. The OIG anticipates
such issues will be exacerbated by the significant
funding increase in response to the coronavirus
pandemic, resulting in the need for greater
oversight scrutiny.

The Department needs to continue its ongoing
work with states to implement strategies
designed to reduce the Ul improper payment
rate, which would include sharing best practices
identified among states. The Department also
needs to provide guidance to states on how to
deploy resources efficiently and expeditiously,
establish performance measures for activities
to ensure timely delivery of benefits to those in
need, and develop required reporting to improve
effectiveness and accountability. In addition, the
Department needs to provide timely oversight to
ensure states are effectively carrying out these
critical responsibilities.

Oversight of DOL Pandemic Response Efforts

Under the Coronavirus Aid, Relief, and Economic
Security Act (CARES Act), the OIG received an
appropriation of $26 million to carry out oversight
activities of DOL’s response to the coronavirus
pandemic. Specifically, the OIG received

$25 million to oversee the unprecedented
expansion of the Ul programs provisioned by the
Act and $1 million for oversight of DOL activities
supported with funds appropriated to prepare

for and respond to the coronavirus pandemic.
The OIG’s oversight will span four phases and
cover multiple DOL agencies and their activities
supported by appropriated funds to prepare for
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Significant Concerns

and respond to the coronavirus pandemic. Areas
of focus will include the following:

e At the Employment and Training
Administration—Office of Unemployment
Insurance, we plan to monitor the agency’s
CARES Act regulations and implementation
guidance to State Workforce Agencies and
timeliness of funds released to states and
technical training provided to states. In order
to provide oversight and prevent fraud and
other improper payments, we also plan to
monitor benefits paid to gig and self-employed
workers as well as review information
technology (IT) plans and resources for
continuous operations.

» Atthe Occupational Safety and Health
Administration (OSHA), we plan to monitor the
agency'’s efforts to protect health care workers
on the front lines of this pandemic, particularly
doctors, nurses, and emergency responders
with increased exposure risk. We plan to also
monitor OSHA’s interim employer guidance
issued on preparing workplaces for COVID-19
and the pandemic’s impact on OSHA's
operations, including the number and types of
inspections.

+ At the Wage and Hour Division (WHD),
we plan to monitor the agency’s efforts to
provide outreach and enforcement to regional
and district offices when implementing the
Emergency Family and Medical Leave
Expansion Act and the Emergency Paid Sick
Leave Act in response to COVID-19. We
plan to look into challenges WHD faces in
implementing the agency’s efforts and any
action it takes to resolve the issues.

+ At the Employee Benefits Security
Administration (EBSA), we plan to monitor
how the agency implements DOL’s authority
to extend certain time frames otherwise
applicable to employee benefit plans and
their participants and beneficiaries under The
Employee Retirement Income Security Act
(ERISA). We also plan to monitor EBSA’s
activities to implement the Families First
Coronavirus Response Act and the CARES
Act, which generally require group health
plans to provide coverage for certain items
and services related to the diagnosis of
COVID-19.

» At the Office of Workers’ Compensation
Programs (OWCP), we plan to monitor the
impact on programs as a result of COVID-19
claims from federal workers and OWCP’s
oversight of compensation and medical claims
related to COVID-19.

Providing OIG Access to Wage
Records

The OIG’s lack of direct access to wage records
to reduce improper payments and combat fraud
in employee benefit programs, including Ul

and Disaster Unemployment Assistance, is of
significant concern.

The OIG must have easy and expeditious access
to the National Directory of New Hires (NDNH),
state Ul wage records, and Social Security
Administration (SSA) wage records to conduct
appropriate oversight of Ul funds. The NDNH

is a nationally consolidated database operated
by the U.S. Department of Health and Human
Services Administration for Children and Families
that contains new hire, quarterly wage, and

Ul information. The NDNH cannot be used for
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Significant Concerns

any purpose not authorized by federal law. In 2004, the law was amended to allow the State Workforce
Agencies to cross-match Ul claims against the NDNH to better detect overpayments to Ul claimants who
have returned to work but continue to collect Ul benefits. However, the applicable law does not permit
the OIG directly to obtain NDNH data, and the OIG cannot use its subpoena authority to obtain NDNH
records. Similarly, the OIG needs authority to access states’ Ul wage records and SSA wage records.
The OIG needs access to state Ul and SSA records to verify eligibility for Ul benefits, both for claimants’
initial eligibility (and amount) and for continuing eligibility, by identifying claimants who are receiving
benefits while having reported wages. We also would use those records to assess program outcomes
for Ul reemployment programs as well as other training programs, like YouthBuild and Job Corps, where
employment and wage increases are important factors in determining a program’s success.

Granting the OIG access to the NDNH, state Ul wage records, and SSA wage records would provide

the OIG with a valuable source of information for both audits and investigations. For example, OIG
auditors could use these records to verify initial and continuing eligibility for unemployment compensation
programs or to assess the effectiveness of training programs, such as the Job Corps program. In addition,
OIG investigators could use these records to compare beneficiary Ul compensation payments to the
beneficiary’s reported wages in the NDNH to determine eligibility.

Protecting the Safety and Health of Workers

With more than 9 million establishments under the oversight of OSHA, the OIG remains concerned about
OSHA's ability to target its compliance activities to areas where they can have the greatest impact. OSHA
carries out its compliance responsibilities through a combination of self-initiated and complaint-based
investigations. However, the program can reach only a fraction of the entities it regulates. Consequently,

Source: Image and information from the Occupational Safety and Health Administration.
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Significant Concerns

12

OSHA must strive to target the most egregious
and persistent violators and protect the most
vulnerable worker populations.

For example, about 2 million construction
workers in the United States are exposed

to silica at work. Employers are required to
limit worker exposure to respirable crystalline
silica and take other steps to protect workers.
However, because of its limited resources,
OSHA faces challenges in targeting
workplaces where workers are exposed to

silica dust.

Protecting the Safety and Health
of Miners

The Mine Safety and Health Administration’s
(MSHA's) ability to manage its resources
effectively to ensure the safety and health

of miners is a concern for the OIG. Mine
operators’ underreporting of occupational
injuries and illnesses hinders MSHA's ability to
focus its resources on addressing concerns at
the most dangerous mines. In addition, we are
concerned with the high incidence of powered
haulage accidents in mines, which accounted
for about half of all mine fatalities in 2017 and
2018 and a quarter of all mine fatalities in
2019. MSHA also needs to develop strategies
to address lung disease in Appalachian coal-
mining states. Quartz content in respirable
dust can cause silicosis, a deadly and
incurable disease, and black lung disease.
Strategies also must be developed to address
respiratory health risks arising from diesel
particulate emissions.

Ensuring the Safety of Students and
Staff at Job Corps Centers

The OIG remains concerned about the ability

of the Job Corps program to provide a safe
environment for its students and staff. Controlling
on-campus violence and other criminal behavior
has been a challenge for Job Corps centers for
years. OIG audits from 2015 and 2017 disclosed
that some Job Corps centers failed to report

and investigate serious misconduct, such as
drug abuse and assaults. The audits also found
some Job Corps centers downgraded incidents
of violence to lesser infractions, creating an
unsafe environment for students and staff. The
follow-up work we completed in December 2017,
and our ongoing review of Job Corps’ corrective
actions, showed that Job Corps has taken steps
to improve center safety and security. However,
the Department has not yet fully implemented

its corrective action plan. The OIG continues to
monitor Job Corps’ progress in completing its
various safety initiatives.

Improving Job Corps’ Procurement
Process

Job Corps spends approximately $1 billion on
goods and services annually for its 121 centers
nationwide and is currently transitioning center
operations from cost reimbursement to fixed-
price contracts. The Department believes

that this transition will lower government risk,
reduce administrative burdens, generate more
preaward efficiencies, and encourage more
participants to compete for contracts. Increased
competition among contractors should lead to
better contractor performance with fewer staff
shortages and improved services, including those
for centers’ safety and security.
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Significant Concerns

Prior OIG work in this area found Job Corps’ procurements did not ensure the best value for taxpayers.
As the Department moves to fixed-price contracting, the Department must ensure that its contract
requirements are well developed, contract competition is fair, and contractor payments align with
performance metrics and related outcomes.

Ensuring the Solvency of the Black Lung Disability Trust Fund

Miners and their survivors receive lifetime benefits when awarded black lung-related claims. Mine
operators pay these benefits when possible. The Black Lung Disability Trust Fund (BLDTF) pays the
benefits when a miner’s former employer does not or cannot assume liability. The current annual income of
the BLDTF (primarily from an excise tax on coal) is not sufficient to cover annual benefit obligations, meet
administrative costs, and service past debt. According to DOL’s Agency Financial Report, as of September
30, 2019, the BLDTF was carrying a $5.8 billion deficit balance, projected to grow to nearly $15.3 billion (in
constant dollars) by September 30, 2044.

The U.S. Energy Information Administration projects coal production will decline through 2022. The
downturn in the coal industry has resulted in several coal mine operators’ filing for bankruptcy. Although
some have emerged from bankruptcy, others, along with their many subsidiaries, have gone out of
business. In some instances, the BLDTF will be responsible for benefit payments previously made by mine
operators that were self-insured but that are now no longer able to cover their federal black lung liabilities.

In February 2020, the Government Accountability Office (GAO) issued a report concluding that operator
bankruptcies have placed a financial strain on the fund and that DOL'’s insufficient oversight of the
BLDTF exposed it to financial risk. The report recommended that DOL improve its oversight of the
BLDTF, particularly with respect to self-insured mine operators.! OWCP agreed to implement all of GAO’s
recommendations.

Aipha Matural $12.0 million $494 million 1,839
James River Coal $0.4 million $141 million 490
Patriot Coal $15.0 million $230 million 993
Total $27.4 million $865 million 3,322

Source: Department of Labor. | GAO-20-21

! Black Lung Benefits Program: Improved Oversight of Coal Mine Operator Insurance Is Needed, GAO-20-21, February 21, 2020,

www.gao.gov/products/GAO-20-21,
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Significant Concerns

On February 24, 2020, OWCP published a news
release announcing reforms to the self-insurance
process for coal mine operators to better protect
the BLDTF.? It stated, “[i]n part, the assessment
involves reviewing actuarial estimates of the
operators’ liabilities and setting security amounts
based on those liabilities and the operators’ risk of
default.”

The excise tax that funds the BLDTF is levied

on domestic sales of coal mined in the United
States (coal exports and lignite, often referred to
as “brown coal,” are not subject to the coal excise
tax). Effective January 1, 2020, the tax rate and
limits reverted to the higher pre-2019 levels of
$1.10 per ton of underground-mined coal or $0.55
per ton of surface-mined coal. Nonetheless, the
temporary tax rate reduction and the reduction

in coal production will result in decreased cash
inflows to the BLDTF.

From January 1 through December 31, 2019,

the tax rates were reduced to the rates originally
set when the trust fund was established in

1978: $0.50 per ton of underground-mined coal
or $0.25 per ton of surface-mined coal. The
Congressional Research Service reported in 2019
that “the decline in the excise tax rates will likely
put additional financial strain on a trust fund that
already borrows from the general fund to meet
obligations.” Moreover, the tax rate will once
again revert to lower, pre-2020 levels beginning in
January 2021, putting further strain on the BLDTF.

2 www.dol.gov/newsroom/releases/owcp/owcp20200224.

Protecting the Security of Employee
Benefit Plan Assets

The OIG remains concerned with DOL’s ability

to administer and enforce ERISA requirements
that protect the benefit plans of about 154 million
plan participants and beneficiaries, particularly

in light of statutory limitations on DOL’s oversight
authority. One challenge EBSA has been facing
for decades is that ERISA allows billions of dollars
in pension assets held in otherwise regulated
entities, such as banks, to escape full audit
scrutiny. We have previously found that as much
as $3.3 trillion in pension assets, including an
estimated $800 billion in hard-to-value alternative
investments, received limited-scope audits that
provided few assurances to participants regarding
the financial health of their plans.

In addition, given the number of benefit plans that
the agency oversees relative to the number of
investigators, EBSA needs to focus its available
resources on investigations most likely to result
in the deterrence, detection, and correction of
ERISA violations. Finally, EBSA lacks the authority
under the Federal Employees' Retirement
System Act to enforce its oversight of more than
$500 billion in Thrift Savings Plan (TSP) assets
and to ensure the implementation of TSP audit
recommendations.

3 S. Szymendera, The Black Lung Program, the Black Lung Disability Trust Fund, and the Excise Tax on Coal: Background and
Policy Options, CRS Report No. R45261 (Washington, DC: Congressional Research Service, 2019).
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Significant Concerns

Maintaining the Integrity of Foreign
Labor Certification Programs

Foreign labor certification (FLC) programs are
intended to permit U.S. businesses to hire foreign
workers to meet their workforce needs while
protecting the jobs, wages, and working conditions
of U.S. workers. DOL’s administration of the FLC
programs under current laws has been an OIG
concern for decades. OIG investigations have
shown these visa programs, in particular the H-1B
program for workers in specialty occupations,

to be susceptible to significant fraud and abuse.
Dishonest immigration agents, attorneys, labor
brokers, employers, and organized criminal
enterprises often perpetrate the fraud and abuse.

DOL is statutorily required to certify an

H-1B application unless it determines that

the application is “incomplete or obviously
inaccurate.” OIG investigations have revealed
schemes in which fictitious companies or
dishonest businesses seeking to acquire foreign
workers filed fraudulent applications with DOL.
Our investigations also have uncovered numerous
instances of employers’ misusing FLC programs
to engage in human trafficking, with victims often
exploited for economic gain.

In addition, rising application numbers and
seasonal spikes in employer workforce demands
have resulted in delays in processing visa
applications for the H-2B program, which
employers use to hire foreign workers for
temporary nonagricultural jobs. DOL needs to
continue its efforts to process H-2B applications
in time for employers to hire foreign workers by
the start dates needed while also protecting the
interests of U.S. workers.

Ensuring the Integrity of the DOL
Rulemaking Process

The adequacy of DOL’s procedures for issuing
guidance that accurately reflects its rules and
policies is of significant concern to the OIG. The
Department issues rules, which can be standards
or regulations, and guidance documents that
explain the rules. Both rules and guidance are
intended to help reduce hazards at 9 million
worksites and protect 121 million workers.

Based on concerns about recently proposed and
finalized rules, DOL faces challenges ensuring the
rulemaking process is transparent to American
taxpayers and consistent with the requirements of
the Administrative Procedure Act as well as other
applicable executive orders.

DOL also faces challenges in ensuring that it
enters into rulemaking when appropriate rather
than issuing guidance. For example, an OIG

audit found that OSHA lacked a procedure to
determine the appropriateness of issuing a
document as guidance rather than as a rule.
Issuing a document as guidance is appropriate

if the document is interpretative or a general
statement of policy and if it does not create,
modify, or revoke a standard. Between 2014 and
2016, OSHA did not follow procedures for 80
percent of sampled guidance. The lapses included
failure to (1) determine whether guidance was
consistent with OSHA rules, (2) consider the
anticipated reception of the guidance by significant
stakeholders, and (3) obtain official approval to
issue the guidance.

Our audit work continues to address this area of
concern. In particular, we are currently reviewing
the WHD’s rulemaking process as it applied to its
2017 Notice of Proposed Rulemaking to rescind
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Significant Concerns

portions of WHD’s tip regulations issued pursuant
to the Fair Labor Standards Act. In addition, we
are monitoring the Department’s progress in
reviewing its overall rulemaking process.

Ensuring the Equitable Release of
Economic Data

The Department issues a number of reports

and statistics that include leading economic
indicators, such as the Ul Weekly Claims Report
and the Producer Price Index. Because the
data in these reports have the potential to move
financial markets, the Department protects the
information via an embargo. Under an embargo,
the data cannot be disseminated or used in any
unauthorized manner before the Department
releases them to the public.

The Department provides a press lockup for
approved news organizations to have prerelease
access 30 minutes prior to the official release
time, with the objective of improving the accuracy
of initial news reports about the information.
However, news organizations’ use of preformatting
and data queuing software to transmit the data
enables their paying clients to trade on the data
before the Department can post the information
to its website for the public to access once the
embargo is lifted. Even fractions of a second

can provide these clients with a significant
trading advantage over individuals and other
organizations that cannot access the embargoed
data.

To ensure an equitable release of these data,

the Department must eliminate this competitive
advantage by either changing or eliminating the
press lockup process. Since we first reported this
concern in January 2014, the Department has
consulted with other federal agencies that conduct

similar press lockups. The Department has since
announced and subsequently postponed changes
indefinitely to the policy on press lockup that
were intended to address the OIG’s concerns.
The postponement came after members of the
news media filed a complaint with the Department
about the policy. The Department communicated
it would announce any policy change 14 days
before implementation.

Securing and Protecting Information
Management Systems

We are concerned about the Department’s long-
standing information security deficiencies. The
most recent deficiencies we reported crossed all
five of the information security functional areas
as defined by the National Institute of Standards
and Technology Cybersecurity Framework.

The deficiencies hinder the Department from
identifying security weaknesses; protecting its
systems and data; and detecting, responding to,
and recovering from incidents. For example, DOL
has not:

» provided adequate oversight of its systems
that are either owned or operated by
contractors or other federal entities on behalf
of DOL,

e reported computer security incidents to
the United States Computer Emergency
Readiness Team (US-CERT) and law
enforcement according to required timeframes
for investigation and action,

» accurately determined its system inventory,
as well as its hardware and software asset
inventory, and

e implemented a program to identify system
security vulnerabilities and ensure that
appropriate actions are being taken.
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Significant Concerns

The Department’s agencies obtain and create
vast amounts of information and data in
performing their missions. Included in these data
are the personally identifying information and
personal health information of citizens and federal
employees. Securing these data is a growing
concern because they are at risk from external
and internal threats. Thus the Department

needs to continually review its data privacy

and protection controls. Ongoing OIG work has
identified code sharing and program and system
design flaws as risks to its data protection.

The Department has been unable to implement
an effective asset management system since

it was first identified as an issue in 2011. The
Department maintains a significant number of
desktops, laptops, tablets, and mobile devices
for its employees. In addition, the Department
maintains servers, routers, storage devices, and
other IT. The Department, however, is unable to
effectively procure, maintain, and dispose of its
IT assets. These assets contain information and
data that the Department must protect to have an
effective information security program.

These deficiencies represent ongoing risks to
the confidentiality, integrity, and availability of
DOL’s information systems, which are necessary
to support DOL’s mission. In addition, the
Department has not adequately planned the
implementation of technology tools required

to manage and monitor IT security. We are
concerned that these continuing issues do not
provide the security required of the Department’s
systems, information, and assets. We are
further concerned that the position of the Chief
Information Officer does not report directly to the
agency head. Such realignment would provide
this position with greater independence and
authority to implement and maintain an effective

information security program.

Improving the Performance
Accountability of Workforce
Development Programs

The OIG has concerns about the Department’s
ability to ensure its planned $5 billion investment
in workforce development programs is successful
in advancing participants’ skills and placing them
in suitable employment. Critical to this task is

the Department’s ability to obtain accurate and
reliable data with which to measure, assess, and
make decisions regarding the performance of
grantees, contractors, and states in meeting the
programs’ goals.

For example, a recently published report on

the Face Forward grants found the reported
performance outcomes for Face Forward
participants aged 17 and under were unreliable
because the underlying performance data were
incomplete. The Face Forward grants were
intended to help previously incarcerated youth
overcome employment barriers and prevent
recidivism (re-incarceration due to a new offense).
Juvenile arrest and incarceration can follow youth
for the rest of their lives and become a major
barrier to inclusion in the workforce. The report
found, however, reported performance for industry
recognized credentials, employment placement,
employment retention, high school diploma
attainment, school retention, and recidivism were
overstated. Overall, the reported performance
indicated grantees did not achieve key goals for
high school diploma attainment, expungements,
and credentialing.

The Department also needs to ensure its
investments in credential attainment align with
the needs of local employers and are having the
desired impact on participants’ ability to obtain
or advance in a job. An audit in 2018 followed
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up on the employment status of a sample of

Job Corps students 5 years after they left the
program. It found that Job Corps faced challenges
in demonstrating the extent to which its training
programs helped participants obtain meaningful
jobs appropriate to their training.

In the YouthBuild program, grantees reported that
18,750 participants had successfully exited their
programs from 2011 to 2016, but these reported
“successful exits” included 1,155 participants (6
percent) who had not yet secured an industry
credential, earned a high school diploma,

or earned a general equivalency diploma.

Those participants also had not obtained any
employment nor enrolled in another educational
program.

Finally, recent research suggests that opioid
dependency has been a leading cause of
workforce exits for workers ages 25 to 54. To date,
the Employment and Training Administration has
approved 20 states and the Cherokee Nation for
up to $102 million in National Health Emergency
Grants to address the opioid crisis. The
Department needs to monitor the performance
of the discretionary grants it has awarded for
delivering services to employers and workers
affected by the opioid crisis.

Managing Medical Benefits in OWCP,
Including Opioids

The OIG remains concerned about OWCP’s
ability to manage effectively the use and cost

of pharmaceuticals in the Federal Employees’
Compensation Act (FECA) program. The
Department needs to make certain it has controls
in place to ensure that the treatments prescribed
for FECA claimants are safe, effective, medically
necessary, and the most cost-effective.

The prevalence of prescriptions for highly
addictive opioids has the potential to lead to
abuse. While opioids accounted for less than

20 percent of total pharmacy expenditures

in FY 2019, 43 percent of FECA’s claimants
receiving pharmaceuticals were receiving

opioid prescriptions in a given month. OWCP
had allowed physicians to prescribe initial

opioid prescriptions for up to 60 days without
establishing medical necessity. Consistent with
the OIG’s recommendations, OWCP imposed
restrictions effective September 23, 2019, limiting
all initial opioid prescriptions to 7 days with three
subsequent 7-day refills. Prior authorization is
now required to obtain opioids beyond 28 days.
According to OWCP-provided data, OWCP’s
efforts to address the opioid problem have
resulted in declines in opioid use and new
prescriptions. OWCP needs to continue these
efforts to help identify claimants at risk of opioid
dependence and the associated costs of addiction
treatment.

Given the high risk of fraud related to prescription
payments, OWCP still needs to conduct
comprehensive analysis and monitoring of

FECA program costs to promptly detect and
address emerging issues before they manifest
into material concerns. Past audits have shown
that OWCP’s lack of comprehensive analysis of
medical benefit payments in the FECA program
allowed increases in billings for compounded
drugs to go undetected.

Recent actions taken by OWCP have resulted in
significant decreases in compounded drug costs
— from more than $250 million in FY 2016 to less
than $1 million in FY 2019 — underscoring the
enormous monetary impact of failing to implement
controls earlier.
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Pandemic Response Oversight Plan

Pandemic Response Oversight Plan

The U.S. Department of Labor (DOL), Office of Inspector General (OIG), received an appropriation of
$26 million to carry out oversight activities of DOL’s response to the coronavirus (COVID-19) pandemic
under the Coronavirus Aid, Relief, and Economic Security Act (CARES Act). Specifically, the OIG
received $25 million to oversee the unprecedented expansion of the Unemployment Insurance (Ul)
programs provisioned by the Act and $1 million for oversight of DOL activities supported with funds
appropriated to prepare for and respond to the coronavirus pandemic.

The OIG’s oversight will focus on the Department’s response to the pandemic, particularly under the
CARES Act. The OIG’s oversight work will be conducted in four phases covering the allocation periods for
CARES Act funds and post-allocation. This plan is subject to change as the OIG continues to conduct risk
assessments to identify specific areas for review. Funding for oversight related to activities other than Ul
programs is provided by the $1 million CARES Act funding, as appropriate, or by reprioritization of existing
OIG resources. See the appendix for select criteria for DOL’s response to the coronavirus pandemic.

Conduct after-the-

Address fact reviews of

DOL'’s plan for

DOL'’s response to
the pandemic and
lessons learned

administration
and oversight

Evaluate
DOL'’s initial
implementation of

Monitor and assess DOL’s
actions relating to the

its administration pandemic and in response to

and oversight
activities

any new legislation enacted by
Congress as well as continue
our investigative efforts
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Pandemic Response Oversight Plan
Phase 1

(Expected completion by June 30, 2020)

The OIG will address DOL’s plans for administration and oversight in Phase 1. The first phase will include
the issuance of “advisory reports” to aid in the Department’s administration and oversight planning. These
advisory reports will be based on past programmatic issues identified by the OIG to help the Department
avoid historical pitfalls while implementing its pandemic response. The OIG will also issue fraud alerts to
both the Department and to the state workforce agencies to highlight areas susceptible to fraud and abuse.

Potential Audit Oversight Focus:

Employment and Training Administration (ETA) — Office of Unemployment Insurance:

— CARES Act regulations and implementation guidance to State Workforce Agencies

— Plans and resources for providing oversight of key programs

— Timeliness of funds released to states

— Benefits paid to gig and self-employed workers

— Reporting and accountability

— Information Technology plans and resources for continuous operations, providing oversight, and
preventing fraud

Occupational Safety and Health Administration (OSHA):

— Interim employer guidance issued on preparing workplaces for a COVID-19 outbreak

— Guidance provided to regional and area offices regarding compliance safety and health officers’ safety
and protection to continue the mission during a health crisis

Wage and Hour Administration (WHD):

— Department Families First Coronavirus Response Act (FFCRA) regulations and WHD implementation
guidance

— Action plans, including goals and objectives for each program and the risk of fraud and other risks that
threaten WHD'’s ability to achieve those objectives.

— Reporting and accountability

— Plans and resources for providing oversight of key programs

Employee Benefits Security Administration (EBSA):
— Expansion of DOL authority to postpone plan filing deadlines
— Expansion of DOL authority to adjustment single-employer plan funding rules

Office of Workers’ Compensation Programs (OWCP):
— Impact on the program as a result of COVID-19 claims from federal workers
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Multi-agency Grant Management:
— Guidance to agencies awarding grants intended to provide administrative relief (federal financial
assistance) to entities directly impacted by COVID-19 due to loss of operations

Other DOL Activities:
— Impact of COVID-19 response on other DOL activities, including Occupational Safety and Health
Administration Whistleblower Programs; Mine Safety and Health Administration; and Office of Federal

Contract Compliance Programs

Potential Investigative Oversight Focus:

— Determine relevant points of contact and program experts within DOL (nationally and regionally) for the
various programs that may be impacted by fraud related to COVID-19. Program experts will initially be
sought from ETA (unemployment and job training funds), WHD (labor standards, family friendly leave,
family medical leave), OSHA (occupational safety), EBSA (hardship 401k distributions), and OWCP
(claimant/medical provider fraud) to gain an investigative knowledge base for specific programmatic
disbursements/issues related to COVID-19. Having program knowledge will be essential for developing
a foundation when initiating criminal investigations and applying pertinent criminal statutes

— In coordination with DOL program experts, OIG will identify potential fraud within the pertinent programs
as a result of the government’s response to COVID-19 with an emphasis on Ul fraud. As fraud
vulnerabilities are identified, investigative resources will be shifted as appropriate

— ldentify criminal coordinators for local, state and federal law enforcement COVID-19 task forces
throughout the country. Assign OIG resources to COVID-19 task forces, as appropriate. Align OIG
investigative focuses at the national and local levels with prosecutorial priorities as they relate to
COVID-19 related fraud schemes that fall within the investigative jurisdiction of the OIG, including Ul
fraud

— Conduct relevant data mining and analysis through readily available law enforcement databases
to assess the nature of complaints submitted to local, state and federal agencies. Based on these
assessments, the OIG will determine potential vulnerabilities in various labor programs and shift
investigative resources to those areas, as appropriate

— Increase public awareness of fraud by encouraging the filing of complaints regarding potential
COVID-19 wrongdoing through the OIG Hotline and National Center for Disaster Fraud. Use COVID-19
informational materials to publish the OIG Hotline’s contact information as part of its outreach activities
to protect the public from criminal actors who attempt to exploit labor programs

— Develop agreed-upon procedures between the OIG, ETA’'s Office of Unemployment Insurance for the
referral of complaints and evidence of fraud relating to Ul benefits under the CARES Act
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— Procure and configure data analytics tools to supplement the OIG’s current data tools sets as data is
collected and processed from States’ Ul programs and other data sources

— Coordinate with the Department to identify and obtain access to currently available data to aid the OIG
in its oversight work. Specifically, the OIG is requesting direct access to ICON (Ul Interstate Connection
Network) so that investigators have timely access to State Workforce Agency (SWA) wage and
unemployment claim information to efficiently identify and investigate unemployment fraud, particularly
when it spans multiple states

Phase 2

(Expected completion by September 30, 2020)

Phase 2 will focus on DOL'’s initial implementation of its administration and oversight activities.

Potential Audit Oversight Focus:

ETA — Office of Unemployment Insurance:

— Technical assistance and training to all states and implementation of its oversight plans, including plans
to reduce the risk of fraud

— State implementation and reporting for the most significant programs

Occupational Safety and Health Administration (OSHA):
— Evaluate OSHA's efforts to protect people on the front lines of this pandemic, particularly doctors,
nurses, other health care workers, and emergency responders with increased exposure risk

Wage and Hour Administration (WHD):

— Plans for providing technical assistance to regional and district offices when implementing the:
* Emergency Family and Medical Leave Expansion Act
+ Emergency Paid Sick Leave Act

— Challenges during COVID-19 action plan implementation and corrective action taken to resolve the
issues

