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news organization equipment. Once a change request is made, it is discussed with technical staff 
in the Office of the Chieflnformation Officer (OCIO) and implemented by the Department, as 
appropriate. News organizations are able to validate equipment changes during one of the twice 
monthly maintenance windows facilitated by the Department. 

As a result ofthe September 2014 incident, Management also prohibited network equipment or 
connection troubleshooting during a lock-up. 

We will update internal guidance to better reflect these processes. 

Recommendation 3: Develop and implement policies and procedures for a collaborative 
and structured training program to ensure all staff with lock-up responsibilities receive 
annual training covering the fundamental purpose of the lock-up and the importance of 
protecting embargoed data. 

Management Response: Management concurs with this recommendation. OP A and BLS have 
held conversations to discuss a framework for this training and intend to roll-out a structured, 
reoccurring program in FY 16 Q3. 

Recommendation 4: Develop and implement policies and procedures to ensure it can 
identify and respond appropriately if a:n embargo is broken, including the establishment of 
clearly def"med roles and responsibilities for staff responding to a premature release. 

Management Response: Management concurs with this recommendation. BLS, starting in 
February, has ensured that a senior management official is in the print media lock-up to make 
on-the-spot decisions in the event an embargo is broken. OP A will hold discussions with ETA to 
more clearly define roles and responsibilities inside the lock-up. 

Recommendation 5: Obtain an authority to operate the lock-up room system to ensure 
appropriate information security controls are in place to protect embargoed data from 
premature release. 

Management Response: Management concurs with this recommendation and has begun the 
process to obtain an ATO, with an anticipated completion date ofFY 16 Q3. However, 
management believes it is extremely unlikely that an ATO would have prevented the September 
2014 incident from occurring. Further, management- in consultation with staff in IT security
determined in 2012 that an A TO was not required for the lock -up room given the detailed 
security review that had recently been completed and because the underlying infrastructure was 
and remains standalone. The Department's decision to obtain an ATO now is in lieu of engaging 
an independent security organization for a new or additional assessment. · 

Thank you again for the opportunity to comment on this Draft Report. Please be assured that 
Management is committed to safeguarding sensitive economic data and protecting the integrity 
of the economic data that is used by the govermnent, private industry, academia and others who 
focus on economic and labor trends and policies. 
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