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WHY OIG CONDUCTED THE AUDIT
Proper oversight of the world’s largest retirement
plan – the Federal Government’s Thrift Savings
Plan (TSP) – is vital to ensuring the security of
the $510 billion in retirement assets it holds. The
Employee Benefits Security Administration
(EBSA) is charged with oversight of the TSP. In
that capacity, EBSA has the authority to perform
audits, civil investigations and take legal action
against certain fiduciaries. However, the agency
lacks certain critical aspects of oversight; for
example, EBSA cannot perform criminal
investigations or take legal action against the
Federal Retirement Thrift Investment Board
(Board) and Executive Director, arguably the
most significant fiduciaries. Moreover, the Board
is not required to implement audit
recommendations EBSA makes.
By contrast, EBSA has full legal authority to bring
legal action against private pension plans to force
them to take action to correct issues it discovers
in the course of its investigations. This ability is
EBSA’s most effective enforcement tool.
WHAT OIG DID
OIG conducted a performance audit to determine
the following:
Did EBSA conduct effective oversight of
the TSP?
READ THE FULL REPORT
https://www.oig.dol.gov/public/reports/
oa/2019/05-18-001-12-001.pdf

WHAT OIG FOUND
EBSA did not conduct effective oversight of the
TSP for several reasons. First, EBSA lacked an
ongoing process for assessing changes in risks
to the TSP over time. EBSA had available
relatively limited funds to expend on TSP audits,
and a robust system to prioritize audits would
ensure those resources were most effectively
used.
Second, EBSA’s oversight was not transparent.
We found little information available to
participants and beneficiaries about audits of the
TSP because EBSA did not post its audit reports
and recommendations to a forum such as its
website. Transparency provides assurances of
accountability to participants and beneficiaries.
Finally, EBSA lacks sufficient legal authority to
require the Board to act on its recommendations.
Although EBSA can conduct audits of the TSP
and make recommendations for improvement,
the Board is not required to implement them.
Despite identifying significant IT security
weaknesses, 73 percent of all recommendations
made in the TSP audit reports EBSA issued from
2010 through 2017 are still open. The vast
majority of those address IT security issues, an
increasingly scrutinized area given the
prevalence of cyberattacks against large
institutions, including one in 2011 against a TSP
contractor that compromised more than 120,000
accounts.
Notwithstanding the limits of its legal authority,
EBSA needs to strengthen its oversight practices
to provide greater assurance that plan assets
and personal and financial information are
safeguarded.
WHAT OIG RECOMMENDED
We recommended the Assistant Secretary for the
Employee Benefits Security Administration
implement a formal risk assessment system for
prioritizing audits; post audit reports either
redacted or only by title, and at least annually,
post a listing of significant unimplemented nonsensitive audit recommendations; and seek
amendments to the Federal Employees
Retirement System Act granting EBSA additional
statutory authority over the TSP.
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The Thrift Savings Plan (TSP) is reportedly the largest defined contribution plan
in the world, with 5.1 million participants and assets of $510 billion as of July
2017. The TSP is the federal equivalent of a private sector 401(k) plan, allowing
federal employees to save pre-tax dollars toward their retirement.
The Federal Retirement Thrift Investment Board (FRTIB or Board) administers
the TSP. As part of its oversight responsibilities, EBSA has the authority to
perform civil investigations and audits directed at determining the Board’s
compliance with its fiduciary responsibilities and provisions relating to prohibited
activities.
Due to concerns regarding EBSA’s legal authority over the Board, coupled with
the number of participants and the significant amount of money in the TSP, we
performed an audit to determine the following:
Did EBSA conduct effective oversight of the TSP?
To answer this question, we reviewed federal laws and regulations related to
EBSA’s oversight of the TSP as well as reviewed various EBSA audit guides. We
interviewed EBSA and met with Board officials to determine what oversight and
communication practices existed relative to TSP monitoring. To assess EBSA’s
internal controls over the contractor it hired to audit the Board, we asked EBSA
and its audit contractor to complete questionnaires. We also reviewed relevant
supporting documentation.
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RESULTS
EBSA was not able to conduct effective oversight of the TSP largely because it
lacked certain internal processes, such as a systematic risk assessment process
to determine its audit priorities, and a means to make important information
readily available to external stakeholders, for example, by posting audit reports
and recommendations to a public forum, such as its website. In addition, EBSA’s
oversight responsibilities with respect to the Board include performing audits and
civil investigations of the TSP. To enforce any findings resulting from these audits
and investigations, EBSA is empowered to take legal action against certain
fiduciaries of the TSP, excluding, however, the Board or Executive Director. This
limitation severely curtails EBSA’s ability to enforce its findings because the
Board and Executive Director are arguably the most important individuals in
charge of administering the TSP. It is unclear if any other TSP employees qualify
as fiduciaries and therefore subject to EBSA’s authority. As a result, EBSA did
not have sufficient enforcement authority over the TSP.
EBSA SHOULD IMPROVE ITS RISK
ASSESSMENT PROCESS
EBSA lacked a documented formal analytic, systematic, and ongoing process
for assessing the ever-changing threats and opportunities that could affect the
achievement of its goal to safeguard the TSP. According to EBSA, its goal was
to audit as many TSP program areas as possible every three years. EBSA
said that its audits were based on programs EBSA considered high risk, when
these programs were last reviewed, and the funds available to expend on
audits. EBSA, however, did not demonstrate adequate evidence of a
systematic, analytical process by which it assessed program risk.
OMB Circular A-123–Management’s Responsibility for Enterprise Risk
Management and Internal Controls sets forth required guidance to federal
agencies for their risk assessment processes, such as the one EBSA prepared
for its TSP audit program. We compared EBSA’s risk assessment process with
that described in the Circular and determined EBSA’s process did not meet the
criteria for risk assessments laid out in the Circular. For example, the Circular
states risks are not static and must be assessed on a continuous and ongoing
basis. The Circular also emphasizes that management must integrate risk
management and an effective internal control system into its existing business
activities. In this context, a proper risk assessment process should identify
and document high-risk topic areas to ensure they receive audit priority. The
Government Accountability Office’s (GAO) Internal Control Management and
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Evaluation Tool provides guidance regarding management’s responsibility for
identifying risks. In that document, GAO suggests that “[q]ualitative and
quantitative methods [should be] used to identify risk and determine relative
risk rankings on a scheduled and periodic basis.” GAO continues by
describing factors management should consider in preparing a risk
assessment. Especially relevant in this case are, for example, “risks
associated with technological advancements and developments” and “risks
resulting from heavy reliance on contractors or other related parties to perform
critical agency operations...” Although EBSA appears to consider these in an
informal risk assessment, we found little evidence of a robust analytical
process, outside of reviewing the results of previous audits, that would assign
audit priority based on regular, documented assessments of the changing
levels of risk. EBSA could not document that it had an ongoing, systematic
process by which it calculated and assigned risk to the various audit areas.
Risk assessments can take many forms and include many inputs; for example,
Circular A-123 notes that part of an audit risk assessment could include using
past audit findings as a factor in the risk assessment. However, EBSA's
practice has been to audit the same program areas using the same approach
and audit objectives. In some cases, although those audits resulted in minimal
findings or recommendations, the audits were repeated with the same minimal
result. Following are some examples:
•
•

Audits on “Investment Management Operations” issued in FYs
2012, 2014, 2016, and 2017 were repeated even though none of
these reports contained any findings or recommendations;
The “Investment Funds Operation Process” audit reports issued
in FY 2012 and FY 2015 produced no new audit
recommendations.

The fact that the repetition of audit topics resulted in few new
recommendations suggests that EBSA may not have fully considered prior
audit results as a factor in its risk assessment, and the lack of a documented
process makes it difficult to determine what, if any impact prior audit results
may have had on EBSA’s risk assessment. That said, previous audits are one
of many factors to consider, but not the only consideration in a comprehensive
risk assessment. EBSA correctly points out that the extremely high dollar
amounts involved in TSP operations greatly increase the risk involved. This
fact however, argues even more strongly for a well-planned and executed risk
assessment process, so that all relevant factors can be considered in making
an audit plan for the TSP.
A well-documented assessment process that prioritizes and acknowledges the
changing nature of risks will enhance management’s ability to identify and
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address high-risk areas and improve the use of audit resources. Without a
transparent, effective, and well-documented risk assessment process, TSP
participants have little assurance that plan assets and personal and financial
information are being properly safeguarded and that the Board's actions are
prudent. In the case of the TSP, 5.1 million TSP participants with holdings of
$510 billion in retirement funds are subject to unnecessary risk.
EBSA AUDIT REPORTS WERE NOT READILY
ACCESSIBLE TO EXTERNAL STAKEHOLDERS
Audits principally provide value when they are available to stakeholders of the
audited entity. When audit reports are not freely available, stakeholders lack an
important tool that helps guide their decision-making. The most important
stakeholders of the TSP are its participants and beneficiaries. Only a limited
number of audit reports EBSA has issued since FY 2010 were accessible to
participants and beneficiaries. However, to find these audit reports, one would
first have to locate the Board’s website, then find and read through the Board’s
monthly meeting minutes, and look for meeting attachment links indicating an
audit report had been released to the public that month, then click the link to
access the actual audit report. Adding complexity to this endeavor is the fact that
the Board’s website (www.frtib.gov) is not the same as the TSP website
(www.tsp.gov) familiar to participants. The TSP website allows participants to
check balances and manage their accounts. As such, it seems that website
would be the one most participants would tend to visit. The Board website, on the
other hand, contains little content relevant to a participant’s day-to-day
management of their account, so it seems unlikely participants would visit that
site. Since neither the Board nor EBSA publish audit reports or a list of open
audit recommendations, the availability of information about TSP audits is
unnecessarily limited. This makes it difficult for stakeholders such as participants
and beneficiaries to access reports that might allow them to make betterinformed decisions about their retirement funds, which, according to Board
statistics, is substantial: the average account balance as of November 2017 was
more than $130,000. 1
Other oversight organizations such as federal offices of inspector general (OIG)
are required to promptly and publicly post non-sensitive reports in such a way
that they are easily and directly accessible on their websites. Federal OIGs are
also required to periodically publish lists of significant unimplemented
recommendations.

1

Average civilian non-Roth balance.
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GAO’s Standards for Internal Control in the Federal Government require
management to consider its entity’s overall responsibilities to external
stakeholders and establish reporting lines that allow the entity to both
communicate to, and receive information from, external stakeholders. We
consider the requirements placed on federal OIGs to represent a best practice for
oversight organizations insofar as readily available audit reports increase
transparency, promote accountability, and assist management in its
responsibilities to establish reporting lines that facilitate communication. Failure
to publish audit reports deprives stakeholders of important information needed to
make decisions affecting their retirement savings.
DESPITE MULTIPLE EBSA AUDITS,
LONGSTANDING IT SECURITY ISSUES
CONTINUE TO PLAGUE THE TSP
The auditors who performed the TSP’s first independent FISMA evaluation in
2016 found deficiencies across all IT security functions, which continued into
2017. Moreover, between FYs 2010 and 2017, EBSA issued 55 audit reports
containing 180 recommendations, some dealing with internal TSP processes, but
most with IT security issues (see Table 1). As of September 30, 2017, 131 – 73
percent – of those recommendations
remained open, of which 114 related to
Table 1: Audit Reports and
“fundamental controls,” as
Recommendations Issued by Fiscal
characterized by the auditors (see
Year 2
Table 4 on page 9). The Board has
Recommendations
expressed a commitment to correcting
Issued
the continuing deficiencies identified by
IT
the auditors; despite that, progress has
Year Reports
Other
Security
been slow. EBSA’s lack of authority
2010
3
6
3
under FERSA has left almost a half2011
5
0
8
trillion dollars in TSP assets potentially
2012
6
4
8
exposed to security risks, such as
2013
4
7
11
unauthorized access to personally
2014
10
23
1
identifiable information and other
2015
7
17
1
financial information.
2016
2017

10
10

33
40

11
7

Total

55

130

50

2 These reports were provided to OIG by EBSA and the information contained within was not
independently verified.
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FEDERAL INFORMATION SECURITY MODERNIZATION ACT DEFICIENCIES
Title Ill of the E-Government Act of 2002, commonly referred to as FISMA,
focuses on improving oversight of federal information security programs and
facilitating progress in correcting agency IT security weaknesses. FISMA
requires federal agencies, including the FRTIB, to develop, document, and
implement an agency-wide information security program that provides security
for the information and information systems that support the operations and
assets of the agency, including those provided or managed by another agency,
contractor, or other source. Under FISMA, agency heads are responsible for,
among other things, providing information security protections commensurate
with the risk and magnitude of harm resulting from the unauthorized access, use,
disclosure, disruption, modification, or destruction of information and information
systems.
Additionally, FISMA requires agencies to conduct an annual independent
evaluation of their IT security programs and practices and to report its results to
OMB. In general, these evaluations center around five information security
functions and seven FISMA “metric domains” (see Table 2).
For FY 2016, the auditors who conducted the FRTIB’s first FISMA evaluation
found deficiencies in all five functions and seven domains. In their summary
results, the auditors stated, in part:
Risk Management–FRTIB has not
fully implemented a Risk
Management strategy and has not
established appropriate
assessment procedures to
continuously assess the security
controls to determine the extent to
which the controls are
implemented correctly, operating
as intended, and producing the
desired outcome.

Configuration Management–
FRTIB’s inventory of assets is not
fully accurate and incomplete,
security baselines required
strengthening, a process that
validates a list of changes from the

Table 2: FISMA Cybersecurity
Functions and Metric Domains
Function

Domain

Identify

Risk management

Protect

Configuration management,
Identity and access
management, and
Security training

Detect

Information security
continuous monitoring

Respond

Incident response

Recover

Contingency planning
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production environment has not been established, and known vulnerabilities
have not been completely remediated.
Identity and Access Management–FRTIB has not fully implemented an Identity
and Access Management program, which should include (but is not limited to),
granting user access based on the least privilege principle, annual review of
privileged users, establishment of a Personal Identification Verification …
program for logical and physical access, controls that govern shared accounts,
segregation of duties matrices, and enhancements regarding remote access
configurations.
Security and Privacy Training–FRTIB has not provided a specialized security
awareness and privacy training to [individuals] having significant security
responsibilities.
Information Security Continuous Monitoring [ISCM]–FRTIB’s ISCM program
has not been fully developed and related policy and procedures have not been
finalized. Furthermore, ISCM training has not been developed for key ISCM
personnel.
Incident Response–Current policy does not include elements of an Incident
Response program, such as training, designation of responsibilities for the
Security Operations Center (SOC), collaboration procedures with DHS to
respond to incidents to include utilization of DHS’ Einstein program, and
integration of IR requirements into FRTIB’s other key business areas.
Contingency Planning–An overarching Business Continuity Plan (BCP) and
Disaster Recovery Plan (DRP) have not been fully developed and implemented
for the organization. Additionally, associated contingency planning tests have not
been performed.
In addition to evaluating the five functions and seven domains, auditors assign a
numerical grade between one and five to IT security programs based on their
“maturity level,” one being the least mature, and five the most (see Table 3).
In the FRTIB’s 2017 FISMA evaluation, the auditors opined that:
-

the TSP had not fully developed and implemented an effective
organization-wide information security program;
a number of control deficiencies related to people, process, and
technology existed across all seven IG FISMA metric domains; and
the appropriate maturity level for each of the seven FISMA domains
was “Ad-Hoc.”
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Table 3: Maturity Model
Level

Description

1: Ad-Hoc

Policies, procedures, and strategy are not formalized; activities are performed
in an Ad-Hoc, reactive manner.

2: Defined

Policies, procedures, and strategy are formalized and documented but not
consistently implemented.

3: Consistently
Implemented

Policies, procedures, and strategy are consistently implemented, but
quantitative and qualitative effectiveness measures are lacking.

Quantitative and qualitative measures on the effectiveness of policies,
4: Managed and
procedures, and strategy are collected across the organization and used to
Measurable
assess them and make necessary changes.
5: Optimized

Policies, procedures, and strategy are fully institutionalized, repeatable, selfgenerating, consistently implemented, and regularly updated based on a
changing threat and technology landscape and business/mission needs.

In their 2017 report, the auditors also opined, among other things, the TSP “has
not implemented an effective organization-wide information security program due
to … [m]isaligned efforts to focus on addressing symptoms and not sufficiently
analyzing root causes of previously-identified information security weaknesses.”
In short, the FTRIB suffers from IT security deficiencies that remain uncorrected,
at least as of the 2017 FISMA evaluation.
THE BOARD HAS BEEN SLOW TO ACT ON EBSA AUDIT
RECOMMENDATIONS
Since 2015, EBSA has spent an average of $2.5 million a year conducting
performance audits of the TSP. These audits range in subject, some focusing on
specific TSP processes, such as participant withdrawal operations, annuity
operations, investment management operations, and participant account
management operations; the majority of audits, however, are focused on IT
security. EBSA auditors have identified significant, longstanding deficiencies in
the TSP’s IT security program. The auditors have issued many recommendations
to the Board; ensuring they are implemented in a timely manner is critical to the
security of the TSP. Some of these recommendations remain open since 2010
(see Table 4).
As Table 4 shows, 112 (85 percent) of the open recommendations related to IT
security issues. EBSA auditors have pointed to several IT security areas as
requiring prompt attention: in at least one report following up on previous
recommendations, the auditors urged the Board to “…review and consider these
[open] recommendations for timely implementation.”
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Moreover, 114 (87 percent) of
the open recommendations,
were categorized in audit reports
as relating to fundamental
controls, defined as “significant
procedures or processes that
have been designed and
operate to reduce the risk that
material intentional or
unintentional processing errors
could occur without timely
detection or that assets are
inadequately safeguarded
against loss” (see Table 4).

Table 4: Open Audit Recommendations by
Type as of September 30, 2017 3
Open Recommendations
Year
Issued

IT
Security

Other

Addressing
Fundamental
Controls

2010
2011
2012
2013
2014
2015
2016
2017

2
0
3
4
18
15
30
40

0
2
1
4
0
1
4
7

2
2
4
5
16
15
29
41

EBSA has consistently followed
up with the Board regarding the
lack of progress with repeated
Total
112
19
114
meetings and correspondence
with the Board, and going as far
Percent
85%
15%
87%
as devoting resources to work
Open
with the Board on a short-term
initiative begun in November
2016. In the “90 Day Security Sprint,” the parties worked together to identify and
correct high-risk audit findings reasonably prone to be addressed in the shortterm window. EBSA followed up with the Board with frequent meetings; despite
this effort, and as noted earlier in this report, the Board was unable to remediate
many of the issues identified by the various audits. EBSA followed up by
elevating the issue to the Secretary of Labor, who eventually wrote a letter to the
Chairman of the Board urging him to address the TSP’s security deficiencies.
That said, progress has been slow, and the TSP remains at risk.
EBSA LACKS SUFFICIENT LEGAL AUTHORITY OVER THE TSP
EBSA, in its role as the TSP’s federal regulator, lacks sufficient legal authority to
conduct effective oversight.
EBSA is charged with oversight of both the TSP and private pension plans. The
plans EBSA oversees are governed either by FERSA or the Employee
Retirement Income Security Act of 1974 (ERISA). FERSA, among other things,

3 These reports were provided to OIG by EBSA and the information contained within was not
independently verified.
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establishes standards for the federal Thrift Savings Plan. ERISA, on the other
hand, establishes standards for private pension plans.
The two statutes have similarities: both allow EBSA to perform audits and
investigations, and both require plan fiduciaries (in the TSP’s case, the Board
and Executive Director), to act “prudently” and in the best interest of their plan
participants. The statutes, however, differ in a significant way when it comes to
enforcement. ERISA allows EBSA to sue plan fiduciaries either to compel them
to act in a certain way (“injunctive relief”) and to collect monetary damages from
them. FERSA, conversely, does not allow EBSA to sue the Board or Executive
Director of the TSP, either to compel them to act or to collect monetary damages.
Personal liability is a powerful incentive for fiduciaries to act prudently and in their
participants’ best interests. Similarly, the ability to sue for injunctive relief is a
powerful tool to compel organizations to act prudently and not contrary to the
participants’ best interests. These tools, however, are absent in FERSA. EBSA is
limited to performing audits, but lacks effective tools to enforce findings that
result from these audits.
Private pension plan fiduciaries can purchase liability insurance that helps cover
the personal financial liability to which they are exposed by virtue of their
positions. As originally passed in 1986, FERSA mirrored ERISA’s personal
liability and injunctive relief provisions. FERSA, however, was amended in 1988
to shield the Board from personal liability and remove EBSA’s ability to sue for
injunctive relief against the Board. According to the then-Executive Director of the
Board, the 1988 amendments to the law were due in part to the potential difficulty
in obtaining liability insurance for the Board and Executive Director. In a 1987
Committee hearing preceding the 1988 amendments to FERSA, the thenExecutive Director of the Board testified that it would be difficult to find adequate
insurance because of the unique nature and potential size of the TSP and lack of
experience on which to base a premium. 4 It is unclear whether these challenges
to obtaining liability insurance would still exist today. Congress subsequently
amended FERSA to shield the Board, as well as the Executive Director, from
personal liability for fiduciary breaches.
The 1988 amendments, in contrast to EBSA’s authority with respect to private
pension plans under ERISA, denied it the ability to sue for injunctive relief, thus
taking away its ability to compel the Board to address audit recommendations, as
well as denying it the only effective means of holding the Board accountable. As
4

United States Congress, House Committee on Post Office and Civil Service. Hearing on the
Implementation of the Federal Employees’ Retirement System, March 24-25, 1987. 100th
Congress, 1st Session. Washington: Government Printing Office, 1987 (statement of Francis X.
Cavanaugh, Executive Director, Federal Retirement Thrift Investment Board).
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a result, EBSA lost its most effective tools for compelling the Board to implement
audit recommendations, rendering them effectively unenforceable.
In meetings with the OIG, the Board acknowledged the significance of the
deficiencies reported by its 2016 and 2017 FISMA evaluations and the open
audit recommendations. Board officials have stated the TSP is working toward
resolving the underlying causes of each issue identified by an audit
recommendation, and that once the most significant issues are resolved, the
Board will work toward addressing the full recommendations. Board officials, in
their response to the 2017 FISMA report, indicated that they were planning to
move all IT security functions and domains to maturity level 2 in FY2018 and
level 3 in FY2019. Nonetheless, because TSP systems are gateways to critical
functions, such as participant applications for withdrawals, security vulnerabilities
in those systems must be addressed.
OIG’S RECOMMENDATIONS
We recommend the Assistant Secretary for the Employee Benefits Security
Administration:
1. Tailor EBSA’s risk assessment process using criteria found in OMB
Circular A-123, Management’s Responsibility for Enterprise Risk
Management and Internal Control.
2. Timely and publicly post to its website all audit reports not considered
“sensitive” in their entirety after the final release and post reports
considered “sensitive” either redacted as appropriate or listed only by title
along with a caption indicating the report contains sensitive information
and will not be published.
3. On at least an annual basis, post to the EBSA public website a listing of all
unimplemented, non-sensitive audit recommendations, including, at a
minimum, the date of and text of the recommendations, a summary of the
comments provided and any corrective actions proposed by the Board,
and expected implementation dates (when available).
4. Seek amendments to FERSA granting EBSA injunctive authority similar to
that EBSA has over private pension plans under ERISA.
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SUMMARY OF EBSA’S RESPONSE
EBSA agreed to tailor its risk assessment process using criteria found in OMB
Circular A- 123, Management's Responsibility for Enterprise Risk Management
and Internal Control to better document the riskrelated bases for its audit
projects. Accordingly, as part of its planning for the FY 2019 audit cycle, the
agency developed and implemented a "risk register" which included such factors
as audit recommendations (both open and closed), the time span between
audits, risk rankings, and other risk-related factors to develop an overall risk
profile for each major audit area. The risk register will document the specific riskrelated bases for the specific audit areas chosen for review in a unified
comprehensive document.
EBSA also agreed, beginning in FY 2019, to post on its website non-sensitive
audit reports and recommendations. Reports and recommendations critical or
sensitive in nature will be redacted or listed by title only. EBSA will post
information concerning all open, unresolved findings and recommendations. For
non-sensitive items, proposed corrective actions and timeframes will be included.
In addition, EBSA agreed to explore possible legislative solutions that would
provide the enhanced enforcement authority necessary to improve compliance
with its audit findings.
SUMMARY OF FRTIB’S RESPONSE
In its response, the Board notes over the past several years leadership and staff
at both the FRTIB and EBSA have worked together to improve the TSP’s
operations. While FRTIB believes they have made significant improvements in
the daily operations of the TSP and their ability to handle cybersecurity threats,
the agency acknowledges that their work is not complete and there is still
progress that must be made.
While the Agency acknowledges that its total number of open audit findings has
grown and that addressing these findings is and will continue to be a priority, the
Board and Executive Director do not agree with the statement that the Board
“has been slow to act on EBSA audit recommendations.” Instead, the FRTIB
states the fact that the Agency’s number of open audit findings has swelled is a
matter the Board takes very seriously and monitors through regular reports. Also,
FRTIB notes it is aggressively tackling audit findings and the underlying
vulnerabilities using a risk prioritized approach to eliminate the vulnerability in the
short run and implement fundamental controls to eliminate the root cause issues
in the long run.
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Additionally, the Board views EBSA’s current authority as appropriate and
effective, particularly when accounting for the unique status of the FRTIB and
TSP. Further, the Agency contends that augmenting EBSA’s authority to include
injunctive relief may raise inherent conflicts for the Federal government
(specifically the Department of Justice) and potentially negative consequences
for the TSP.
FRTIB incorrectly states in their response that the OIG did not interview it during
this audit. The OIG did in fact meet with FRTIB staff and officials to discuss this
audit, share information, and obtain FRTIB’s perspective in December 2015 and
January and April 2018. We also considered the FRTIB’s comments when
drafting this report.
EBSA’s full response can be found in Appendix B. FRTIB’s full response can be
found in Appendix C.
We appreciate the cooperation and courtesies EBSA and the Board extended us
during this audit. OIG personnel who made major contributions to this report are
listed in Appendix D.

Elliot P. Lewis
Assistant Inspector General for Audit
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APPENDIX A: SCOPE, METHODOLOGY, & CRITERIA
SCOPE
OIG audited DOL’s FY2014-FY2015 TSP audit programs and FY2010-FY2017
audit recommendations to the Federal Retirement Thrift Investment Board
(FRTIB). We performed audit work at EBSA’s National Office in Washington,
D.C.
METHODOLOGY
We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable basis for our
findings and conclusions based on our audit objectives.
To accomplish our objective, we: (1) reviewed federal laws and regulations and
EBSA policies related to the agency’s oversight of the TSP; 2) interviewed EBSA
headquarters officials; Counsel for Regulation from DOL’s Office of the Solicitor;
and an Assistant Counselor in OIG’s Office of Legal Services; 3) met with Board
officials; and 4) reviewed various EBSA audit guides used to test IT operations,
to include computer access and security controls. Additionally, to assess EBSA’s
internal controls related to overseeing the TSP, we asked the Agency to
complete a 21- item questionnaire that included questions about the work of the
contractor that audited the TSP.
We did not use data provided by EBSA or any computer processed data to
develop our findings and conclusions related to the audit objective. Additionally,
we did not use sampling. Therefore, we did not test data reliability.
In planning and performing our audit, we considered EBSA’s internal controls
that were relevant to our audit objective by obtaining an understanding of those
controls and assessing control risks for the purposes of achieving our audit
objective. The objective of our audit was not to provide assurance on the internal
controls. Therefore, we did not express an opinion on the internal controls as a
whole. Our consideration of EBSA’s internal controls relevant to our audit
objective would not necessarily disclose all matters that might be reportable
conditions. Because of the inherent limitations on internal controls,
noncompliance may nevertheless occur and not be detected.
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CRITERIA
•
•
•
•
•
•
•

ERISA Part IV
Federal Employees’ Retirement System Act (FERSA) of 1986 (Public Law
99-335), Title 5, Chapter 84 – Subchapter III, Sections 8439, Subchapter
VII Sections 8472, and 8477
Federal Information Security Management Act (FISMA) of 2002
GAO Internal Control Management and Evaluation Tool, August 2001
GAO Standards for Internal Control in the Federal Government
OMB Circular A-123 Management’s Responsibility for Internal Control
OMB Circular A-123 Management’s Responsibility for Enterprise Risk
Management and Internal Control
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APPENDIX B: EBSA’S RESPONSE TO THE REPORT
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APPENDIX C: FRTIB’S RESPONSE TO THE REPORT
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REPORT FRAUD, WASTE, OR ABUSE
TO THE DEPARTMENT OF LABOR

Online
http://www.oig.dol.gov/hotline.htm
Email
hotline@oig.dol.gov
Telephone
(800) 347-3756 or (202) 693-6999
Fax
(202) 693-7020
Address
Office of Inspector General
U.S. Department of Labor
200 Constitution Avenue, NW
Room S-5506
Washington, DC 20210

