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WHY OIG CONDUCTED THE AUDIT
In FY 2016, DOL spent $2.4 million on mobile
devices and related telecommunication services.
We were concerned about mobile devices and
services because DOL had delegated authority to
individual agencies to acquire and manage them.
This decentralized approach increased the risks
of noncompliance with DOL policies and
inefficient use of government funds.
WHAT OIG DID
Given our concerns, we conducted an audit to
answer the following question:
Has DOL effectively managed the
acquisition, use, and disposal of mobile
devices and related telecommunications
services?
To answer this question, we reviewed inventories
of mobile devices and services between
October 2015 and March 2017. We also
surveyed DOL component agencies; interviewed
DOL officials; and tested agency compliance with
policies for the use, acquisition, and disposal of
mobile devices.
READ THE FULL REPORT

http://www.oig.dol.gov/public/reports/oa/2018
/17-18-003-50-598.pdf

WHAT OIG FOUND
DOL had not effectively managed the
acquisition, use, and disposal of mobile devices
and related telecommunication services. We
based this determination on the following:
DOL did not maintain accurate inventory
records, or properly secure and dispose of
mobile devices. Our testing of FY 2016 mobile
device inventories found DOL component
agencies reported having 5,267 mobile devices,
but the DOL cumulative inventory showed just
4,506. We also found the Mobility Contract
Inventory Report that DOL submitted to OMB
was inaccurate and incomplete.
Our review of a statistical sample of 250 mobile
devices found 51 devices were not secured with
the required security software and agencies
had not properly disposed of 14 of 15 devices
that were no longer in use.
DOL did not acquire mobile devices and
services efficiently. In FY 2016, 22 DOL
component agencies had 61 separate contracts
with 6 different mobile telecommunication
carriers, totaling $2.4 million. We identified 37
telecommunication service plans providing the
same services to DOL that varied in price from
$19 to $65 per line per month. Had DOL paid
the lowest rate for all its lines, we estimate it
could have saved $728,237.
OMB Memorandum M-16-20 requires agencies
to consolidate all mobile telecommunications
contracts into one contract per carrier by
September 2018. Based on actions DOL had
completed as of July 2018, we are concerned
that DOL may not meet the September 2018
deadline.
WHAT OIG RECOMMENDED
We recommended the Assistant Secretary for
Administration and Management implement an
inventory management system, ensure that mobile
telecommunications contracts are consolidated to
one contract per carrier, and ensure existing
policies and procedures to secure and dispose of
mobile devices are consistently followed.
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This report presents the results of our audit of the Department of Labor’s (DOL)
management of mobile devices and services.
In Fiscal Year (FY) 2016, DOL spent $2.4 million on mobile devices and related
telecommunication services. We were concerned about mobile devices and
services because DOL had delegated authority to individual agencies to acquire
and manage them. This decentralized approach increased the risks of
noncompliance with DOL policies and inefficient use of government funds.
Given our concerns, we conducted an audit to answer the following question:
Has DOL effectively managed the acquisition, use, and disposal of
mobile devices and related telecommunications services?
Based on the results of our audit work, we determined DOL had not effectively
managed the acquisition, use, and disposal of mobile devices and related
telecommunication services.
Our audit work included reviewing inventories of mobile devices and related
telecommunications services between October 2015 and March 2017. We also
surveyed DOL component agencies, interviewed DOL officials, and tested
agency compliance with policies governing the use, acquisition, and disposal of
mobile devices.

-1-

MOBILE DEVICES
NO. 17-18-003-50-598

U.S. Department of Labor – Office of Inspector General

RESULTS
DOL had not effectively managed the acquisition, use, and disposal of mobile
devices. Based on our audit work, we found:
•

DOL did not maintain accurate inventory records, or properly
secure and dispose of mobile devices.

•

DOL did not acquire mobile devices and services efficiently.

We attributed these deficiencies to DOL’s lack of oversight of decentralized
processes; inconsistent, outdated, and incomplete policies; and lack of funding to
acquire a property management system to manage accountable property,
including mobile devices.
Consequently, DOL was unable to leverage its purchasing power to reduce
costs; increased the risk of confidential data being compromised; and made
itself more vulnerable to mobile devices being misused, lost, or stolen.
DOL DID NOT MAINTAIN ACCURATE
INVENTORY RECORDS, OR PROPERLY
SECURE AND DISPOSE OF MOBILE DEVICES
DOL DID NOT HAVE A PROPERTY MANAGEMENT
SYSTEM AND ITS MOBILE DEVICE INVENTORY
WAS INACCURATE AND INCOMPLETE
In our review of DOL’s inventory processes, we performed a test of the
FY 2016 mobile device inventory by comparing component-agency inventory
reports to DOL’s cumulative inventory report. We found DOL component
agencies reported 5,267 mobile devices, while DOL only reported
4,506 mobile devices (see Exhibit 1). In addition, DOL inventory reports were
incomplete because they did not include identifying information for the mobile
devices or specify their physical locations. Without this information, DOL
cannot properly manage its mobile device inventory.
DLMS 2-100, DOL Property Management, dated May 2005, states the
Department should utilize an enterprise-wide property management system
(EPMS) to record, track, and verify information pertaining to accountable
property. DOL took its enterprise-wide property management system out of
service in 2013. No replacement system had been implemented, and DOL still
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lacked a system that accurately and effectively recorded, maintained, and
managed its accountable property inventory, including mobile devices.
According to OASAM officials, DOL took the last enterprise-wide property
management system, EPMS 2.0, out of service in 2013 after determining it
was not accurately accounting for property. OASAM officials stated one of the
problems was that EPMS 2.0 self-generated duplicate inventory entries by
either not allowing removal of an item or by randomly reentering a removed
item back into the system.
Since the discontinuation of EPMS 2.0, OASAM has been using an internally
developed spreadsheet and Structured Query Language database to maintain
inventory records. OASAM also conducts an annual inventory certified by DOL
agencies’ administrative officers.
Our testing identified inconsistencies between the information reported by the
agencies and the information reported by DOL. As a result, OASAM was
unable to determine with certainty the number of mobile devices that existed
within DOL.
Although OASAM stated it provided each agency with a template to record
and maintain inventory, we found there were discrepancies between the data
presented on the agencies’ inventory reports and DOL’s inventory report. We
found DOL’s mobile device inventory only agreed with 3 component agencies’
inventory reports. DOL reported 12 agencies had fewer mobile devices than
they reported and 7 agencies had more mobile devices than they reported
(see Exhibit 1).
DOL had no procedures in place to verify the accuracy of the information
reported on the inventory reports provided by the agencies. OASAM officials
stated DOL had a process in place to validate the accuracy of the report.
However, our walkthrough with OASAM officials disclosed the validation
process was only a scan for anomalies in the way in which the data were
presented on the inventory reports. There was no reconciliation of data
performed and no comparison of the information reported on DOL’s report to
the agencies’ reports.
DOL’s FY 2018 budget provided funds to procure a property management
system and OASAM is currently working to execute those procurement actions.
Until a new system is acquired, OASAM will struggle to manage its mobile device
inventory properly.
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DOL DID NOT ENSURE ALL
MOBILE DEVICES WERE SECURE
From our statistical sample of 250 mobile devices, we found 51 had not been
protected with appropriate security software, 63 assigned users had not
completed FY 2016 mandatory annual information technology security
training, and 120 assigned users had not signed the Rules of Behavior. These
conditions increased the risk of compromising confidential data if a phone was
lost or stolen.
The Office of the Chief Information Officer (OCIO) implemented Interim
Policies and Procedures for Mobile Devices that established requirements for
the security of mobile devices. According to these policies and procedures,
devices must be protected by DOL’s Mobile Device Management (MDM)
system/MAAS360 before being issued to employees. MAAS360 is a mobile
device management tool that allows DOL-related business to be conducted
securely. MDM/MAAS360 provides DOL the ability to remotely delete data on a
lost or stolen mobile device, and allows or restricts access to selected mobile
applications. It also features and enforces strong password and device
encryption.
The interim policy also required each employee to complete IT Security
training, sign DOL's mobile device Rules of Behavior, and comply with any
necessary mobile device training requirements before being issued a mobile
device.
All agencies received the interim policy from DOL. However, due to DOL’s
decentralized management of mobile devices, each agency was responsible
for ensuring their devices were secured with MDM/MAAS360. In addition,
OASAM had no policies and procedures in place to ensure or verify if
agencies had complied with the interim policies on securing mobile devices.
Not having the required security software on a mobile device increases its
security risk. If an unprotected phone is lost or stolen, then sensitive DOL data
cannot be remotely deleted from the device. Furthermore, users could have
access to prohibited applications, and strong password and encryption
standards could not be enforced.
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DOL DID NOT SUBMIT A COMPLETE
QUARTERLY INVENTORY REPORT TO OMB
OMB M-16-20 required agencies to develop and maintain an enterprise-wide
inventory of their wireless service contracts. The inventory was supposed to
include purchased services (including quantity of minutes, data, and number of
texts), total monthly costs, and actual utilization of the services for each wireless
contract. Agencies were supposed to update their service contract inventory and
submit the information to OMB quarterly.
OASAM was responsible for requesting required quarterly mobile devices and
telecommunication services information from component agencies. Once
OASAM received the information, the agency analyzed it, compiled the
information into the DOL Mobility Contract Inventory Report, and submitted the
report to OMB’s Integrated Data Collection (IDC) system.
Based on our analysis, we determined the DOL Mobility Contract Inventory
Report was inaccurate and incomplete. We determined that 7 of 22 component
agencies did not submit a report to OASAM in quarter 3 of FY 2016, and
10 agencies did not submit a report in quarter 4.
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DOL delegated the responsibility of submitting information for the quarterly
reports to the component agencies, but did not issue policies and procedures to
ensure that all agencies complied with this requirement. Furthermore, OASAM
did not verify it had received information from all DOL agencies. After the initial
request to component agencies, OASAM made no further requests to component
agencies that did not submit data. We requested the FY 2017 OMB quarterly
reports submitted by DOL, but Department officials stated DOL did not maintain
copies of their submission to OMB, and the individual who prepared the reports
had left DOL employment. Department officials attempted to get copies of the
report from OMB, but were unsuccessful.
If incomplete and inaccurate information is submitted to the IDC system, then the
government will lack information needed to leverage its purchasing power and
drive down costs when acquiring mobile devices and services.
DOL DID NOT PROPERLY
DISPOSE OF MOBILE DEVICES
Of the 250 mobile devices in our sample, we identified 15 devices in
2 component agencies that were not in use, and 14 of those devices were not
disposed of properly.
One component agency had 2 devices with a status of "Pending Surplus."
However, the agency could only provide documentation that 1 of the 2 devices
was disposed of properly.
Another component agency had 13 devices with a status of "Pending
Transfer" or "Pending Surplus." When we requested the DL 1-55 (Transaction
Form) for the 13 devices, the agency was unable to provide any
documentation. In addition, agency officials stated there were approximately
1,500 additional mobile devices on its FY 2016 inventory report that were not
in use. We found the Department of Homeland Security received 200 of those
devices as transfers. DOL scheduled the remaining 1300 devices for disposal.
However, as of June 2017, a year after scheduling the devices for disposal, they
still had not been disposed of or sanitized.
According to DLMS 2-100, component agency Property Management Officers
are responsible for maintaining transaction records associated with all
disposal of property from their area of responsibility, including mobile devices.
Property Management Officers are required to complete Form DL 1-55 or
DL 1-55C to document changes to property, including the disposal of mobile
devices.
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Agency officials stated they disposed of mobile devices using DOL’s disposal
policies and procedures, yet it was determined they did not follow the policies
and procedures required to ensure proper disposal of mobile devices. In
addition, DOL policies did not state a timeframe in which property must be
disposed; therefore, the agencies did not have definitive requirements to
follow. By not properly disposing and sanitizing devices in a timely manner,
DOL increased the risk of compromising the data on these devices.
DOL DID NOT ACQUIRE MOBILE DEVICES
AND SERVICES EFFICIENTLY
OASAM delegated the responsibility to acquire mobile devices and related
telecommunication services to component agencies. We found component
agencies had multiple contracts with talk and data plans for essentially the same
telecommunication services. As a result, DOL could not leverage its purchasing
power to reduce costs, as evidenced by the 37 telecommunications service plans
we identified that provided the same services to DOL, but varied in price from
$19 to $65 per line per month.
We surveyed each DOL component agency regarding its acquisition, use,
disposal, and data security of mobile devices and services. Based on the
responses, we found 22 DOL agencies spent approximately $2.4 million on
61 separate contracts with 6 different mobile telecommunication carriers in
FY 2016. DOL officials stated that DOL used the Federal Strategic Sourcing
Initiative (FSSI), a collaborative process created by the General Services
Administration, to consolidate multiple mobile telecommunication contracts
across an agency. However, we found only 3 of the 22 agencies used FSSI to
acquire mobile devices and services.
In its FY 2016, 3rd Quarter Mobility Contract Inventory Report to OMB, we noted
that DOL reported the following (see Exhibit 2):
•

37 telecommunication service plans that included 400 minutes of
talk time, unlimited text, and unlimited data that varied in price from
$19 to $65 per line per month;

•

19 telecommunication service plans that included 600 minutes of
talk, unlimited text, and unlimited data that varied in price from
$45 to $72 per line per month; and
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•

4 telecommunication service plans for unlimited talk, text, and data
that varied in price from $34 to $51 per line per month.

We performed an analysis to compare the difference between each plan’s
actual rate to the lowest rate paid for the plan using the FY 2016
3rd Quarter Mobility Contract Inventory Report. Based on our calculation,
we estimated DOL spent $2,479,312 per year on mobile contract lines.
Had DOL paid the lowest contract price for all lines, the total cost would
have been $1,751,075, and the savings of $728,237 could have been put
to better use (see Exhibit 2).
DOL component agencies are required to adhere to DOL’s Manual Series
(DLMS) 2-700, Telecommunications, dated October 2007, which provides
departmental policy regarding the acquisition and management of
telecommunication devices and services. DLMS 2-700 states agency-specific
telecommunications equipment and services shall be acquired from GSA
Consolidated Contracts and/or Commercial sources based upon a documented
best value analysis of alternative offers. The Manual also states agencies, in
consultation with OASAM, shall acquire telecommunications equipment and
services in a manner most cost effective for the government.
OMB Memorandum M-11-29, Chief Information Officer Authorities, issued
August 8, 2011, states agencies shall pool their purchasing power to drive down
costs and improve services. In addition, OMB M-16-20, Improving the Acquisition
and Management of Common Information Technology: Mobile Devices and
Services, issued August 4, 2016, requires agencies to develop a plan to
consolidate all minute and data requirements to one contract per carrier by
September 30, 2018.
As part of our review, we requested DOL provide us a copy of its plan to
consolidate all minute and data requirements to one contract per carrier by
September 30, 2018, as required by OMB M-16-20. DOL officials informed us
that while DOL did not have a written consolidation plan, it has taken steps to
consolidate contracts to one per carrier by the date mandated by OMB.
We met with an agency official to perform a walkthrough of the steps taken to
consolidate contracts. In addition, we followed up in July 2018. Based on our
walkthrough and follow up, we found DOL could not identify the number of
contracts the agency had, the number of contracts converted to new contracts,
nor could it identify the number of contracts needing conversion. DOL’s inability
to provide this information raised concerns it may not meet OMB’s
September 30, 2018, deadline to consolidate minute and data requirements.

-8-

MOBILE DEVICES
NO. 17-18-003-50-598

U.S. Department of Labor – Office of Inspector General

OIG’S RECOMMENDATIONS
We recommend the Assistant Secretary for Administration and Management:
1. Develop and implement a written plan to consolidate all of DOL’s
minute and data requirements to one contract per carrier using a
government-wide acquisition strategy.
2. Use a consolidated approach to keep track of total spending on
mobile telecommunication services.
3. Confirm all component agencies submit quarterly mobile data and
verify the data before submission to OMB.
4. Develop and implement an inventory management system for
mobile devices.
5. Ensure component agencies secure their mobile devices using
appropriate security software.
6. Ensure component agencies have employees sign rules of
behavior before issuing them mobile devices.
7. Ensure mobile device users complete their required annual security
training in a timely manner.
8. Ensure mobile devices are disposed of properly and timely.
9. Maintain documentation related to the disposal and/or transfer of all
mobile devices.
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SUMMARY OF OASAM’S RESPONSE
The Assistant Secretary for Administration and Management agreed with the
OIG’s recommendations and believes that management has policies and
practices in place that will resolve and enable the OIG to close the
recommendations promptly.
OASAM’s response to our draft report is included in its entirety in Appendix B.

We appreciate the cooperation and courtesies DOL Agency Officials extended us
during this audit. OIG personnel who made major contributions to this report are
listed in Appendix C.

Elliot P. Lewis
Assistant Inspector General for Audit
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EXHIBIT 1: MOBILE DEVICE INVENTORY COMPARISON
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EXHIBIT 2: FY 2016 3RD QUARTER MOBILITY CONTRACT
INVENTORY REPORT PLAN COMPARISON
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APPENDIX A: SCOPE, METHODOLOGY, & CRITERIA
SCOPE
This report reflects audit work completed at DOL’s Headquarters in
Washington, DC. Our work covered DOL’s inventory of mobile devices and
related telecommunication services between October 2015 and March 2017.
METHODOLOGY
We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objective.
We believe the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objective.
To accomplish our objective, we reviewed applicable laws, regulations, policies,
processes, and controls; surveyed DOL component agencies; interviewed DOL
officials; and selected a statistical sample of mobile devices for compliance with
policies for the use, acquisition, and disposal.
SAMPLING PLAN
We used a two-stage statistical cluster sampling approach with a 95 percent
confidence level and a ± 5 percent sampling precision. We identified DOL’s
22 component agencies and their associated 4,506 mobile devices reported by
DOL. The agencies were assigned to 3 clusters (7 agencies assigned to each
cluster) based on the statistical tool, “Rant Stats.” 1 We used the sampling
technique “proportional to size” to select 250 mobile devices from 3 DOL
component agencies for testing (see Table 2 on the following page).

1

The 22 component agencies reviewed were based on a listing of DOL agencies provided by
OASAM, which was reconciled to DOL’s organizational chart. We excluded OIG from our review
of DOL agencies. In addition, of the 22 component agencies provided in our sample universe,
21 agencies were reported in DOL’s inventory. Therefore, we have 3 clusters in which 7 agencies
are assigned to each cluster.
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RELIABILITY ASSESSMENT
We obtained a list of all mobile devices from the Department and compared the
listing to mobile devices reported by DOL component agencies. We identified
significant differences between the number of mobile devices reported by DOL
and the number reported by DOL component agencies (see Exhibit 1). In
addition, DOL inventory reports are incomplete and do not have pertinent data to
identify the mobile device, determine its physical location, or its existence. As we
reported above, DOL lacks a system to accurately and effectively record,
maintain, and manage its accountable property inventory, including mobile
devices. As such, we were not able to determine the reliability of DOL’s mobile
device universe; however, since this was the only data available, we determined
that the data was sufficiently reliable for the purposes of this report.
INTERNAL CONTROL
In planning and performing our audit, we considered internal controls relevant to
our audit objective. We obtained an understanding of those controls and
assessed control risk as necessary to achieve our objective. The objective of our
audit was not to provide assurance of the internal controls. Therefore, we did not
express an opinion on DOL’s mobile device program’s internal controls. Our
consideration of internal controls for administering the accountability of the
program would not necessarily disclose all matters that might be significant
deficiencies. Because of the inherent limitations on internal controls, or
misstatements, noncompliance may occur and not be detected.
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CRITERIA
•

DLMS 2 Chapter 100 – Property Management

•

DLMS 2 Chapter 700 – Telecommunications

•

DOL Computer Security Handbook Version 5.0 Volume 10

•

DOL Interim Mobile Device Policy

•

NIST Special Publication 800-88: Guidelines for Media Sanitization

•

OMB M-11-29 Memorandum Chief Information Officer Authorities

•

OMB M-16-20 Memorandum Category Management Policy 16-3:
Improving the Acquisition and Management of Common Information
Technology: Mobile Devices and Services
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APPENDIX B: AGENCY’S RESPONSE TO THE REPORT
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