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Executive Summary

The Office of Ingpector Generd (OIG) audited the Department of Labor’s (DOL) efforts to protect its
physical minimum essentia infrastructure (MEI) as it relates to Presidentia Decision Directive (PDD) 63
issued May 1998. PDD 63 callsfor anationd effort to assure security of the Nation's MEI which
encompasses those physicd and cyber-based systems essentid to the minium operations of the economy
and government. The audit was done in accordance with Government Auditing Standards issued by the
Comptroller General of the United States and the President’s Council on Integrity and Efficiency (PCIE)/
Executive Council on Integrity and Efficiency (ECIE) Review Guide Phase 111 - Planning and
Assessment Activities for Physical Minimum Essential Infrastructure.

The Department’ s efforts to protect its identified MEI, since implementation of PDD 63, was found to be
outdated and limited in focus. For example, the Department’s Critical Infrastructure Protection Plan,
(CIPP) dated June 1999, was not kept current with major revisons to the inventory of critical cyber

PDD 63 systems and related physical facilities. In addition, the Department relied on assessments and/or
surveys conducted by other Federd Government interests, such as the General Services Administration
(GSA). However, recent efforts by the Department and specific departmental actions taken during OIG's
audit fieldwork show that DOL efforts to protect its physical MEI are improving in the three key areas
(i.e, critica infrastructure planning, identification of critical assets, and vulnerability assessments). The
Department has developed a proactive gpproach to take specific steps to meet the requirements of

PDD 63 and improve upon each of the three key areas.

To ensure the Department is prepared to meet potential threats againgt its physical MEI and meet the
requirements of PDD 63, we recommend that the Assistant Secretary for Administration and
Management take the following actions.

1 Fogter an effective working relationship between the Chief Information Officer (CIO) and
Business Operations Center to develop and complete a comprehensive CIPP which addresses dll
of its criticd, physica (non-cyber based) MEI including identifying its:

a internal and externd critical, physical (non-cyber based) MEI which are vitd to the
Department’ s operations (includes people and facilities) and the methodologies
(processes) used to identify the buildings as criticd, physical (non-cyber based) MEI of the
Department; and

b. associated interdependencies.



2. Establish policies and procedures for:
a governing the management and protection of the Department’s MEI;
b. evauating new assetsto determine if they need to be included as part of the MEI; and

C. conducting periodic updates and evaluations of risk mitigation steps to determine if
related policies, procedures and controls require updating.

3. Establish milestones for incorporating its Critical Infrastructure Protection (CIP) function into its
drategic planning and performance measurement frameworks.

4, Include areference in the CIPP to the Continuity of Operations Plan (COOP) and/or Continuation
of Government (COG) plans as documents for the reestablishment of operations following an
attack on its physica structures. Design, develop, and implement these related systems to fully
respond to significant infrastructure attacks, while the attack is under way, with the god to isolate
and minimize damage to its MEI.

5. Conduct vulnerability assessments on dl its critica, physica (non-cyber based) MEI for:

a identifying the current level of protection in place for its critical, physical (non-cyber
based) MEI and the actions that must be taken before it can achieve areasonable level of
protection for its critica, physical (non-cyber based) MEI;

b. prioritizing the threats according to their relative importance;

C. identifying its vulnerahilities of its critical, physical (non-cyber based) MEI asit rdates to
its interdependencies with Federd agencies, state and local government activities and
other infrastructure services, and

d. develop an implementation plan and mechanism to monitor.

6. Adopt a multi-year funding plan to address the identified threats and the cost of implementing a
multi-year vulnerability redemption plan in its budget submission to the Office of Management and
Budget (OMB). Develop an estimate of the replacement cogts, planned life-cycle, and potential
impact to the Department if the asset is rendered unusable.

Based on discussions with departmenta officials, response to the draft report, and receipt of information
on planned corrective actions, the OIG has resolved dl of the above recommendations and will continue
to work closaly with your office to bring each to closure.



Background

Presidential Decision Directive (PDD) 63, issued in May 1998, requires a nationd effort to assure the
security of the Nation's critical infrastructures. Critica infrastructures are those physical and cyber-based
gystems essentid to the minimum operations of the economy and government. Criticd infrastructures
include, but are not limited to, telecommunications, banking and finance, energy, transportation, and
essential government services.

Under this directive, the United States Government and private business sector partners are required to
take al necessary measures to diminate any significant vulnerabilities to both physica and cyber attacks
on our Nation’s s critical infrastructures. PDD 63 requires that by May 22, 2003, the United States shall
have achieved and shall maintain the ability to protect its critica infrastructures from intentiona acts that
would sgnificantly diminish the abilities of the:

e Federa Government to perform essentia national security missions and to ensure the
generd public hedth and safety;

e date and local governments to maintain order and to deliver minimum essentia public
services, and

e private sector to ensure the orderly functioning of the economy and the delivery of

essential telecommunications, energy, financia and trangportation services.

The PCIE/ECIE developed afour-phased initiative to determine the magnitude and extent government
agencies have been addressing the elements of protecting its critical infrastructure. A description of the
PCIE/ECIE’ s gpproach by review phase is summarized as follows (Phase 111 is highlighted as it is the
focus of this report).

Phase|: Review the adequacy of agency planning and assessment activities for protecting its critical,
cyber-based infrastructures. Specifically, review the adequacy of agency plans, asset identification efforts,
and initid vulnerability assessments.

Phase ll: Review the adequacy of agency implementation activities for protecting its critical, cyber-based
infrastructures. Specifically, review the adequacy of agency activitiesin the following aress: risk
mitigation; emergency management; interagency coordination; resource and organizational requirements,
and recruitment, education and awareness.

Phaselll: Review the adequacy of agency planning and assessment activitiesfor protecting its
critical, physical (non-cyber-based) infrastructures. Specifically, review the adequacy of agency
plans, asset identification efforts, and initial vulner ability assessments.

Phase |V: Review the adequacy of agency implementation activities for protecting its critica, physica
(non-cyber-based infrastructures). Specificdly, review the adequacy of agency activities in the following
areas. risk mitigation; emergency management; interagency coordination; resource and organizationa
requirements; and recruitment, education and awareness.



Objective, Scope, Criteria and Methodology

The overdl objective of the OIG was to review the DOL’s efforts to adequately protect its physica MEI.
The OIG, through interviews and documentation analysis, assessed the adequacy of the DOL’ s planning
and assessment activities for protecting its critical, physical (non-cyber based) infrastructures.
Specifically, thisinvolved the andlys's of the adequacy of DOL’ s plan, asset identification efforts, and
initid vulnerability assessments.

The scope of the work included DOL MEI asit isrelated to critical, physical (non-cyber based) MEI as
defined by PDD 63 and covered the period of January 8, 2001 through April 5, 2001.

The audit was done in accordance with Government Auditing Standards issued by the Comptroller
Generd of the United States and the PCIE/ECIE Phase |11 Review Guide dated October 25, 2000. In
addition, OIG used principa Federd guidelines and provisions issued by the White House, OMB, Critica
Infrastructure Assurance Office (CIAO), and the PCIE/ECIE, including: PDD 63, White Paper on PDD
63, the CIAO Nationd Plan for Information Systems Protection and the PCIE/ECIE Schedule of Review
Results.

The OIG, through interviews and documentation analys's, assessed the DOL’ s planning and assessment
activities for protecting its critical, physical (non-cyber based) infrastructures. Specificaly, thisinvolved
the andlysis of the adequacy of DOL’ s plan, asset identification efforts, and initid vulnerability
asessments.



Finding and Recommendations

Department Recognizes | dentified Deficienciesin Three Key Physical Security Areas and Efforts
areUnder Way to Improve

The information in the Department’ s CIPP related to the critica physical MEI is outdated and limited and
may result in unknown vulnerabilities due to the deficiencies identified in three key aress.

e Critica Infrastructure Planning
e Identification of Critical Assets
e Vulnerability Assessments

The Department has recognized these deficiencies and has developed a specific proactive approach to
bring it into compliance with PDD 63 requirements.

Critical Infrastructure Planning is Outdated and Limited - Criticd infrastructure planning includes
the development and completion of aplan to protect critica, physicd infrastructures. Physical security
refers to the protection of building sites and equipment from theft, vandalism, natural and man-made
disasters and accidental damage. The Department prepared a Criticd Infrastructure Protection Plan
(CIPP) dated June 10, 1999. However, the CIPP sfocusis on the cyber MEI and while subsequent
changes occurred to cyber and physica MEI, the CIPP was not correspondingly updated.

OIG'sreview determined that the Department did not have a CIPP that was accurate and current. Some
of the Department’ s key activities and efforts toward development of a CIPP that addressed physica
Security are summarized below.

February 1999 - Department submitted its original CIPP to the CIAO’ s Expert Review
Team (ERT) for review and comments.

February 1999 - The ERT provided generd and specific comments to the Department on
the status of the CIPP. The ERT review contained genera and specific comments related
to the Department’s CIPP. For example, one generd comment for the Department from
the ERT dated: “ Pages 1, 5 indicate that the CIPP requirements for physical protection
have been deferred by GSA. PDD 63 requires that physical protection be addressed in
the CIPP.” The ERT recommended the essential infrastructure (including physical
facilities, information systems, and personnel) needed to accomplish those missions, and
an analysis and rationale of why the assets are essential to accomplishing critical agency
missions be identified.



June 1999 - The Department revised the February 1999 CIPP. OIG'sreview of the
revised CIPP dated June 1999 determined it included an inventory of the Department’s
critical cyber and physicd MEI assets. However, there was no evidence or mention in the
CIPP of how or what the Department used to identify its critical, physical (non-cyber

based) MEL.

February - April 2001 - The Department informed the OIG during its fieldwork that the
Department was in the process of developing a draft CIPP which coversits critica, physica (non-
cyber based) MEI and may lead to new policies and procedures for the Department of Labor.
During the preparation of this report, the Department provided to the OIG a draft CIPP dated
May 11, 2001, in response to their milestone date of May 8, 2001. The final CIPP should
include the following:

e procedures for conducting periodic updates to determine if assets need to remain
as Minimum Essentid Infrastructure;

e development of mitigation plans for physica criticd assets,

e information on physica redemption plans;

e channels of natification to internal and external organizations, including OIG
crimina investigators, FBI and other relevant agencies of an infrastructure attack
or attempts; and

e channds of communications and criteria for reporting and obtaining information

on non-cyber attacksto the FBI’s Nationa Infrastructure Protection Center
(NIPC).

A final CIPP will enable the Department to establish responsbilities and direct specific activities to ensure
the protection of its critical, physica (non-cyber based) MEI assets.

I dentification of Critical Assetsis Outdated and Limited - Critica infrastructures are systems and
assets - both physical and cyber - so vitd to the Nation that their incapacity or destruction would have a
debilitating impact on nationa security, nationa economic security, and/or nationa public health and
safety. The Department’s CIPP did not accurately account for the cyber and physica MEI assets as
revisons were made to the asset inventories.

OIG'sreview of the Department’s June 1999 CIPP determined it included an inventory of its critical cyber
and physicd MEI assets (i.e., 51 cyber MEI assets (12 generd support systems, 39 mgor applications)
and 73 related physical MEI assets). However, there was no evidence or mention in the CIPP of how or
what the Department used to identify its critical, physical MEI assets. The bresk down of the physical

MEI by ownersisasfollows



Physical Inventory | Owner

53 GSA Owned
15 Commercid

1 GSA Owned/Leased

2 DOL Owned

1 Nationd Ingtitute of Occupationa Safety and Hedlth
1 Department of Defense
73 Total

The Department continued to make mgjor revisions after June 1999 to its inventory of critical cyber PDD
63 systems but did not make corresponding revisons to its related physica facilities nor update the CIPP
accordingly. In the agency’s status report to the OIG, dated March 30, 2001, it states the inventory of
critica physical facilities was devel oped based on facilities that housed components of the critical cyber-
based assets.  However, the CIPP did not provide, nor has OIG received, any evidence to indicate the
Department had:

e identified milestones when the identification of its critica, physica (non-cyber based) MEI
isto be completed;

e information on whether the identified critica, physica (non-cyber based) MEI included

people and facilities;

identified interdependencies for its critica, physicd (non-cyber based) MEI; and

determined the estimated replacement cogt, planned life-cycle, and potentia impact to the

agency if the asset is rendered unusable.

o o

Without an accurate identification of these assets in the CIPP, the Department would be unaware of what
MEI needs protection.

Vulnerability Assessments are From External Sources - Vulnerability assessments determine the
adequacy of security measures, identify security deficiencies, evauate security dternatives, and verify the
adequacy of such measures after implementation. Vulnerability assessments can provide the Department
information on where the vulnerabilities exist and aid in the development of remediation plans to correct
the identified vulnerabilities. There was no evidence in the CIPP to indicate vulnerability assessments
were performed or being scheduled for each of the critica, physical MEI assets, except for continued
assessments and/or surveys by externd Federal Government interests (e.g., GSA).



In discussions with agency representatives, OIG determined external vulnerability assessments and/or
surveys have been conducted on the critica, physicd MEI. The externd vulnerability assessments and/or
surveys of Federa buildings had been performed by the Department of Justice (DOJ), GSA, and an
investigation undertaken by the House Subcommittee on Crime.

The DOL’s key physical security activities have included severd physica security reviews and
investigations by the GSA, DQOJ, and specid interest groups covering the period from 1992 to 2001.

OIG determined, based on the andyss of GSA’s surveys/risk assessments and discussions with
management staff, the Department has and continues to take steps to upgrade the Frances Perkins
Building (FPB) as recommended by GSA. For example, the Department hired more guards to operate the
security equipment. However, OIG has not received evidence to indicate the Department has conducted
any vulnerability assessments and/or surveys on DOL owned and/or leased (commercid) property. The
gpecific locations of these facilities are known to OIG and are not included in this report.

Without vulnerability assessments and/or surveys on DOL owned and/or leased facilities, the Department
cannot:

prepare redemption plans to address the vulnerabilities found during the assessment,
determine level of protection currently in place for its physica (non-cyber based) MEI,
identify actions that must be taken before it can achieve reasonable level of protection for
its physica (non-cyber based) MEI,

develop ardated implementation plan and mechanism to monitor such implementation,
adopt amulti-year funding plan to address the identified thrests,

reflect the cost of implementing a multi-year vulnerability redemption plan in its budget
submisson to OMB,

prioritize threats according to their relative importance,

asess the vulnerahility of its physical (non-cyber based) MEI to failures that could result
from interdependencies,

develop a process to identify and reflect new threats to the Department’ s physica (non-
cyber based) MEI, and

determine if results necessitate revisions to departmenta policies that govern the
management and protection of the Department’s physical (non-cyber based) MEI.

oo o

oo o

o o
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Efforts Now Under Way to | mprove Focus on Key Physical Security Areas - In written response to
OIG'sfield work, the Department is taking a proactive approach to address al three key areas of concern
to ensure protection of its critical, physical (non-cyber based) MEI in the context of PDD 63. This
proactive approach includes:

e developing a draft CIPP which coversits critica, physica (non-cyber based) MEI for the
three key elements of critical infrastructure planning, identification of critical assets, and
vulnerability assessments,

e obtaining copies of DOL agencies vulnerability assessments performed on each of the
critical, physical assts,

e implementing a new policy requiring agencies to provide the DOL Security Office with a
copy of the assessments; and

e andyzing and reviewing the vulnerability assessments to make recommendationsin arees
deemed necessary to achieve an acceptable leve of protection for its criticd, physica
infrastructure assets.

Concluson

We found the Department’ s efforts to protect its identified MEI, since implementation of PDD 63, to be
outdated and limited in focus. The Department’ s past gpproach to protecting its physica security assets
has been to provide levels of protection based on recommendations of other Federal Government interests
such asthe GSA and the DOJ. During our audit work, the Department established a proactive gpproach
to refocus its efforts through the development or update of its related security planning documents, asset
inventory, and vulnerability assessments. Upon completion of these efforts, the Department will meet the
requirements of PDD 63.



Recommendations

To ensure the Department is prepared to meet potentia threats againgt its physicad MEI and meet the
requirements of PDD 63, we recommend that the Assistant Secretary for Administration and
Management take the following actions.

1.

Foster an effective working relationship between the ClO and Business Operations Center to
develop and complete a comprehensive CIPP which addresses dl of its critical, physical (non-
cyber based) MEI including identifying its:

a interna and externd critical, physical (non-cyber based) MEI which are vitd to the
Department’ s operations (includes people and facilities) and the methodologies
(processes) used to identify the buildings as critical, physical (non-cyber based) MEI of
the Department; and

b. associated interdependencies.

Establish policies and procedures for:

a governing the management and protection of the Department’s MEI,

b. evauating new assetsto determine if they need to be included as part of the MEI; and

C. conducting periodic updates and evaluations of risk mitigation steps to determine if
related policies, procedures and controls require updating.

Establish milestones for incorporating its CIP function into its strategic planning and performance
measurement frameworks.

Include a reference in the CIPP to the Continuity of Operations Plan (COOP) and/or Continuation
of Government (COG) plans as documents for the reestablishment of operations following an
attack on its physica structures. Design, develop, and implement these related systemsto fully
respond to significant infrastructure attacks, while the attack is under way, with the god to isolate
and minimize damage to its MEI.

Conduct vulnerability assessments on dl its critica, physica (non-cyber based) MEI for:

a identifying the current level of protection in place for its critical, physical (non-cyber
based) MEI and the actions that must be taken before it can achieve areasonable level of
protection for its critica, physica (non-cyber based) MEI;

b. prioritizing the threats according to their relative importance;
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C. identifying its vulnerahilities of its critical, physical (non-cyber based) MEI asit rdates to
its interdependencies with Federd agencies, state and local government activities and
other infrastructure services, and

d. develop an implementation plan and mechanism to monitor.
Adopt a multi-year funding plan to address the identified threats and the cost of implementing a
multi-year vulnerability redemption plan in its budget submisson to OMB. Develop an estimate of

the replacement costs, planned life-cycle, and potential impact to the Department if the asset is
rendered unusable.

11



Acronyms

CIAO
CIO
CIP
CIPP
COOP
COG
DOJ
DOL
ERT
FPB
GSA
MEI
MSHA
OIG
OMB
PCIE
PDD

Criticd Infrastructure Assurance Office
Chief Information Officer

Critica Infrastructure Protection
Critica Infrastructure Protection Plan
Continuity of Operations Plan
Continuation of Government
Department of Justice

Department of Labor

Expert Review Team

Frances Perkins Building

Generd Services Adminigtration
Minimum essentid infrastructure

Mine Safety and Hedlth Adminigtration
Office of Ingpector Generd

Office of Management and Budget
President’s Council on Integrity and Efficiency
Presdentid Decison Directive
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7 Appendix A

f Labor Offfice of the Assistant Secretary
us. Department ° bo for Administration and Management

washington, D.C. 20210

JUN 20 2001

'MEMORANDUM FOR JOHN J. GETEK

FROM 'PATRICK PIZZELLA
Assistant Secretary for
Administration and Management

'SUBJECT: Response to Draft Report No. 23-01-002-07-711
The Department of Lator is Refocusing
Efforts to Improve Physical Security of its
Minimum Essential Infrastructure

This memorandum responds to your May 31 draft audit report of DOL’s efforts to improve the
physical security of its minimum essential infrastructure. We have reviewed the draft report and
agree with its findings and recommendations. As the draft report reflects, we have made solid
progress in our efforts to protect DOL’s critical infrastructure, specifically in the areas of critical
infrastructure planning, identification of critical assets, and vulnerability assessments. DOL’s
draft Critical Infrastructure Protection Plan (CIFP), a copy of which was recently provided to
your office, is an indication of the proactive approach we have been taking to meet the
requirements of Presidential Decision Directive 63 (PDD-63). Among other things, PDD-63
requires agencies to develop a plan for protecting their own critical infrastructures, including but
not limited to their cyber-based systems.

We also recognize that additional steps must be taken to ensure that DOL is fully prepared to
meet potential threats against its essential infrastructure. Our Business Operations Center is
working closely with the Deputy Chief Information Officer and DOL agencies to build on and
enhance the draft CIPP, to ensure that the final Plan effectively addresses all of the requirements
of PDD-63. We are in the process of refining a timetable of important milestones for this effort,
which will provide your with our formal response to the final audit report.

If you have any questions or need additional information, please contact Al Stewart at (202)
693-4021.




